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DOM APIs #fiid ~f# Fl ECMAScript [ECMA-262]4% 2 WebIDL [WebIDL-ED].
TERE base64url 15 172 Jo3H 78 (padding DRRAS Y Xt T+ URL A SCA 44 %2 42 ) Base64
miLE” [RFC4648] .

HR 4 [WebIDL-ED], 25%4 /& 0172 T fr), BRIAEEA 18 BAfARE N L 75 Crequired) o
WebIDL 1454 B 3 A5 2B -

BRAERED B, Wi WebIDL (45 52 & DOMString, WA K7
BrARRE A BT, QiR WebIDL IIZE R LA & — MR (List) , WA A—A
I (List) .

ARG FHF Y UAF £ FIRIEFE FIDO ARiEZR[FIDOGlossary] 1414 5E X .
RGBT IR Rl R R

REE H A8 B 01 75 2238 ) FIDO WSl EEK o AR BA required A5, AniE
TIX LRV TE WebIDL 52 o KRB required =& 7EFF & H AR A [WebIDL-ED]
fett, WERAEFHHAT WebIDL JT A A2 e BT a5, AT R AE WebIDL H 5%
HiA] required FHam i HAth 77 FOR X L BLIHTH

11 REgr

AR R AT, AT, “EDRT, KT,
L, “TIRE”, “RlIETHER S R [RFC2119) M IA SR AR

5
]
N
=
&
N

2. ¥R

KA TR

UAF A IE 258 &R SR BB 10 (SPIL USB. #F......) S & &HE
UAF IEZREE R (ASMD /2 UAF WIESs BRI, &0 FIDO UAF
7% P AR A UAF YGIESS Th RE LA Bl FIDO UAF 7% 7 i ) N A A5 B2 2%
PEAR AL T —FbrdE Tk

ASM J&—/MEfE API 45 FIDO UAF & /7 i I 4 58 ~F & VR AR LA, DUMRIER
i Be K I — A B £ T FRAE S 9 5 HgE AT il ..



BAAME RS L (ASMD 1] DIMRE Z AN VAE 2R AT 2 o
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APl (#ill1: Android KeyStore API. 10S KeyChain AP1) K% ASM HIIIRE

FERXFE BT, PAASSORE 7 A RE ASM 5 FIDO UAF (AIES i
W AR EEN .

FIDO UAF WM H: & i fE7E FIDO UAF Wil i [UAFProtocol] H 34 & X
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K ATZIATVERT o

ASM API SEARHE JSON #4 X [ECMA-404] (175 R AN 1 HoR 8 L. N T K
KB E] ASM, FIDO UAF & e A sl — NG ia Xt & (ll, ECMAscript)
BHFRF R AL Cstringifies) " (AR FFIML”) Ty ISON #& X747 ef, %
JEAERIE] ASM. ASM P54k JSON #3077 ef AbBRIZAE SR, A8 R
B K RO SRS, AR5 LD ISON & U E A R [l

BESCRE R T ASM 15 SR Ak PHE U2 A 1 SRS R A UE #% SETifE T 7E [UAFProtocol] 1 5E
S“UARVITLV I 5 7% (31, 2% TLVs Ml tags) .« 1SRG 2% 32 F5 A )
WIS 758, AR AH L Ak BRI DU 2 2488 =1 RS <8 B 5 0 S B B X

IR S22 T e 2 A2 SUIIE RS A 245 11, T AR 7E
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2. P (RIE 2% St 25 S R [UAFRegistry] e SR & 5 %691 B 2R
[ AN XS, Eoln TAG UAFVL REG ASSERTION Al
TAG_UAFV1_AUTH_ASSERTION.

3.1 ERM A

WebIDL

enum Request {
"Getlnfo",
"Register",
"Authenticate",
"Deregister",
"GetRegistrations",
"OpenSettings"};




Getlnfo RIUE B
Register M
Authenticate %5
Deregister TEAH
GetRegistrations SREGEAME B
OpenSettings FIH®RE
3.2 R&AGE N
Interface StatusCode {

const short UAF_ASM_STATUS OK = 0x00;

const short UAF_ASM_STATUS ERROR = 0x01,;

const short UAF_ASM_STATUS DENIED = 0x02;

const short UAF_ASM_STATUS CANCELLED = 0x03;}

321 ¥E

UAF_ASM_ATSTUS_OKZ74 )y short
RBEBNRIRES .

UAF_ASM_ATSTUS ERRORZ$%A short
AR AT RN ZE 4

UAF_ASM_ATSTUS DENIED2:%4 short
Yy T ERAAE A

UAF_ASM_ATSTUS CANCELLEDZ$%4 short
P L B H T 1 5K

3.3 ASMRequest Z514



Fiifs ASM 175 3R S8 4 25 il ASMRequest X %

WebIDL

dictionary ASMRequest {

required Request requestType;
\ersion asm\ersion;
unsigned short authenticatorIndex;
object args;
Extension[] exts;
}s
3.3.1 ASMRequest Z5#J 5k 7

requestTypeZ A4 required Request
T RREL,
asmVersionZ 7 4y Version
AT SR A% Y ASM RAS (S B . Version 45/  E X AT 25 & [UAFProtocol]. ASM
RIRRCA LA 1.0 (Retn, EERRCAN 1, REMAN 0D .
authenticatorindex25 %! 4 unsigned short
215 Getlnfo 1§ RIKMUE Z 4077, AN154 GetInfo 753K 1% & authenticatorindex
T
argsZE A1 4 object
R IER S WERBOEZS BN AN @ I 7] R 2 N AR b i) — P
e Registerin
o Authenticateln
e Deregisterin
extsZE M Ky Extension %41
UAF ¥ @ %113 . Extension Z5#411)E X AT LAEFHE [UAFProtocol].

3.4 ASMResponse Z51)

BT ASM T 3 3526 7R i ASMResponse %42 .



WebIDL

dictionary ASMResponse {

required short statusCode;
object responseData;
Extension[] exts;

3.4.1 ASMResponse Z5¥ i &

statusCodeZS ! 24 required short
WAL £ —AS StatusCode 42 H & SRR
responseDataZ 8 4y object
5 T TR SR S o XA S PR A AT T T S ) — e
o GetInfoOut
e RegisterOut
e AuthenticateOut
o GetRegistrationOut
extsZ AN Extension 40
UAF §" 2 %1|3% . Extension g5 1) € LA LAEE [UAFProtocol].

3.5 GetInfo iF3K

3 B AT FVIE 25 AH G 145 2
1. Mtk ASM SCHFI A IESS .
2. WEXTENMNIARER.
3. 4Efi14 Bl R 5l (authenticatorindex).
4, [ IR R

REARRIRST, BIAEE S B W A0 BB e e . X R TT DAk S —2H T A

ERE
FER]BERI LR, authenticatorIndex B iZ A& —ANA] LME—HbR IR — AN IE 2%
IEZS 841 Getinfo 3% SR FIBE J5 1Y ASM i35 3R 2 [H1 AR AL If P2 AR (R RV « FFH




N TR LRI P RSS:, fo v FIDO 25 5 g% il 3l (R IR &% 1A B kAT
AT

EFXT Getinfo i3k, T4 ASMRequest % 52 A2 BAG I N HIME . HE R
ASMRequest A 51 N 1% 4 4 B«
. ASMRequest.requestType L2414 1% € £ Getlnfo
B3t GetInfo Wi, %1 ASMResponset % 51 L A0 E A W N HE . HE )
ASMResponse 7 W %45 44
« ASMResponse.statusCode ZEA FFHMEH K —4:
o UAF_ASM_STATUS OK
o UAF _ASM STATUS ERROR
« ASMResponse.responseData 452 GetInfoOut S8R4T %

3.5.1 GetlnfoOut &4

WebIDL

dictionary GetInfoOut {
required Authenticatorinfol[] Authenticators;

}

3.5.1.1 GetInfoOut Z# R R

AuthenticatorsZ5 74 4 required Authenticatorinfo %21

T ASM e E RIS SR . TREA— 253K



3.5.2 Authenticatorinfo &

WebIDL

dictionary Authenticatorinfo {

required unsigned short authenticatorIndex;
required Version([] asmversions;

required Boolean isUserEnrolled;

required Boolean hasSettings;

required AAID aaid:

required DOMString assertionScheme;
required unsigned short authenticationAlgorithm;
required unsigned short[] attestationTypes;
required unsigned long user\erification;
required unsigned short keyProtection;

required unsigned short matcherProtection;
required unsigned long attachmentHint;

required Boolean isSecondFactorOnly;
required Boolean iIsRoamingAuthenticator;
required DOMString[] supportedExtensionIDs;
required unsigned short tcDisplay;

DOMString tcDisplayContentType;
DisplayPNGCharacteristicsDescriptor[] tcDisplayPNGCharacteristics;
DOMString title:

DOMString description;

DOMString icon;

s

3.5.2.1 Authenticatorinfo Z5#) B &

authenticatorindex257% >y required unsigned short
WIESRZR T . ZMEE— ASM i FI A RS Va1 AR ME— ), &5l
FRARH AP — AN ESRS - UAF 287 B IS 510K 5 B B0 SRRk B B ik
RINIERS -

asmVersionsZ& %y required Version %41
A DME FZINIERR B ASM AR B3 . 5T Version S5 € SCAT L& SC-Y
[UAFProtocol].



isUserEnrolled5 %4 Jy required boolean
R P R B AT ZVIE ST o A P RS BRI A UE AR 0 25 [A] true
XHHZERAE KRG PO E A R BT A 4858 IR D20k S a8 E R SR
F P BENPRES -

hasSettingsZ 4>~ required boolean
ARMERWIMERESH ACKHRE. WA HCHRE, FIDO UAF %
s RIAJ PLA 3% — N OpenSettings i 3K K8 shiX $L % & .

aaid2& %A required AAID
“DNESSIEFRIRRT” (AAID) , RRAIEGHIZERIAHAL K. 55T AAID 45
R € XAF B AT LA B SCR4 [UAFProtocol] «

assetionSchemeZ 1 4 required DOMString
AUE &% FH SR I IEHHE AN 25 44 I 5 7 2% .
Wr 5 77 RARIRFFE UAF iUzt [UAFProtocol] H & 3.

authenticationAlgorithm2£74 4y required unsigned short
R NIES TR IS S0 o 8 SRR IR FFAE[UAFRegistry] H A i€ 3,
PL UAF ALG JNRTZ.

attestationTypesZ: 7 4 required unsigned short £ 41
FORVUERS SRS UE R . SRR AR 2 58 L AE[UAFRegistry] 1, LA
TAG_ATTESTATION NHIZE.

userVerificationZ£ 1 24 required unsigned long
—HAFRE, FRFR VRS SRR PR T 7% . 1X 254 HI[UAFRegistry]
1) USER VERIFY H&5E L.

keyProtection5 %4 4 required unsigned short
—{ bR E, F SRR R LSS BT FH ) 35 A R 7 R IX B8 i [UAFRegistry]
1] KEY PROTECTION #&5E Y.

matcherProtectionZ5 7! >y required unsigned short
—HAbRE, SRR IES PR VLB ORGP 7 58 . X LB fE i
[UAFRegistry]+ ] MATCHER PROTECTION % &€ X«

attachmentHint28 4 >4 required unsigned long



—lAhikriE, HRFNESS H Al 2 W ZEE R4 FIDO UAF 2 7 i 44
IR GiM . 1% Le{E H[UAFRegistry] 31 i) ATTACHMENT HINT % & 5%E o

BT IANIES O EEBCIRSA SR S At ol e R A BT 1Y, XA R AL AR 55
w98 S R IR, fln. G CERIE HOedE%
g R B ATRIMRIME RS 2 ik, AR — PR E R E
FMERRE R s . REEARBREVES R T EE T, A RER
AT A, S8 — SR RGIAIEAS AT RE = 1R S B A M LE S A4 Y
FEEAE Y UAF B BGH B —#8 73

isSecondFactorOnlyZ& 7! >4y required boolean
RARZWIE A2 B AR LU E 92 — A7 .
isRoamingAuthticator2 8 74 required boolean
RKRZWIER 2 S 28T IR
supportedExtensionIDsZ& 4! 7y required DOMString #2H
SCRF UAF 3 1D 3158 2838 m AE NS .
tcDisplay2£ 74 4y required unsigned short
— AR BRI NIES S G s AT RIS A . IX 2618
[UAFRegistry] ] TRANSACTION CONFIRMATION DISPLAY % & & X,
WERANIE SR A SFFAE G AR R, B2 ZEH L A5E 0.
tcDisplayContentType2& ! & DOMString
[UAFAuthnrMetadata] 32 £f (132 7 N 25 2K
WMRSCHFEAZ G, lan teDisplay &3EZE 1, WNEZAH W JUFAE
tcDisplayPNGCharacteristicsZ5 1 74 DisplayPNGCharacteristicsDescriptor %21
TR S Al A 2 T (PNG) 26 [UAFAuUthnrMetadata] «
DisplayPNGCharacteristicsDescriptor Z5#fI5E X, &
[UAFAuthnrMetadata] -
WR SRR G, Bl teDisplay ZJEZF1, WHZH|R U AAFLE
title2% %4> DOMString
NUEZS S AL — AN P AT AR o B R AS HAL A 2 AT X I E



R ASM AR [ — MR, FIDO UAF % /i s Z4e 24w i FH (1) App #2143t
— MR, TS5 [UAFAppAPIAndTransport] o i “IAIE 5422 117,

description2£74 5 DOMString
FOR VIR W I AT 3 B B 1 B

IX B SCAR RN AZ AR HAL R 2 1 X S

SARBAERIG . TR RE2 B AL S 09 70 80 75 B oo A E 28
)4 7€ iR [UAFAuthnrMetadata] .

WHE ASM AR B — B B, FIDO UAF % 7 245 AR F — i
B, VEZH{E B ] WL[UAFAppAPIAndTransport] i “ A IF 4% I

( Authenticator interface) #5747 -

icon2&7H 2 DOMString
EHEM B (PNG) 5 G 27 data:url[RFC2397] 4 A5 1 Bl bx .

INHE ASM A IR [ — bR, FIDO UAF % 7 st 45 8 AL FF— AN BRI
FEIH5 o

FEANE B AT W[UAFApPpAPIAnd Transport] - A IE #8422 1 (Authenticator
interface) "#B43.

3.6 VEMHER

BOAIE FH P IR 3R [ 38 2E A R T 5
XFEMHER, T ASMRequest 5 A ZURA I A . HE K ASMRequest
JS 7% N2 A S

e ASMRequest.requestType DAZIME# BN Register

« ASMRequest.asm\Version W25k B N AT 75 BRI RRA

« ASMRequest.authenticatorindex A Z5¥ B A HFRINIESEZ 5]



o ASMRequestargs A1 BN Registerin KA N R
T MR, R 31 ASMResponse B R AU G0 N ME . HE ) ASMResponse
PSR L AZ AR AR IS o
o ASMResponse.statusCode 44 T FIE ) —>:
o UAF_ASM_STATUS OK
o UAF _ASM STATUS ERROR
o UAF_ASM_STATUS ACCESS_DENIED
o UAF _ASM STATUS USER_CANCELLED
« ASMResponse.responseData 2/ RegisterOut 87 (1%} 5

3.6.1 Registerin Xf %

WebIDL

dictionary Registerin {

required DOMString applD;
required DOMString username;
required DOMString finalChallenge;
required unsigned short attestationType;

s

3.6.1.1 Registerin Z# LR

applDZE7 >y required DOMString
FIDO fik 55 & N FH AR FP A il o
usernameZ$#4 4 required DOMString
IRt DAL | SR
finalChallengeZ$ 7 >4 required DOMString
base64url Zwid Pk EHE [RFC4648].
attestationType2< 14 >4 required unsigned short
TR IR,



3.6.2 RegisterOut {4t

WebIDL

dictionary RegisterOut {
required DOMString Assertion;
required DOMString assertionScheme;

s

3.6.2.1 RegisterOut Z5# g A

assertion2& 74 4 required DOMString

FIDO UAF VIEZEN WIS, base64url Fifid .
assertionSchemeZ& 44 required DOMString

W= 7% .

Wr = 05 EARRATE XAE UAF A [UAFProtocol] 7.

3.6.3 A EEMHE RIS LD

A B [UAFAuthnrCommands] SCHRY AT IRTS B 225G T TAGs FHIAS & 142 A I M4 I
AR
1.  f#H authenticatorindex REALINIERS . WIERIMIESRARERERL, B
438 [ UAF_ASM_STATUS_ERROR.
2. WARM P CEEDESRENE (R, CREEMFIERE T PIND,
W2 ASM L 25 KANUE AR S0 1E 1Z H 7
N RN 28 S FF UserVerificationToken (i I SCAY
[UAFAuthnrCommands]) , AF4 ASM WDAZERER 21]1% 4 gt UG 7E 4%
TR Register i & HEEE
> RIS, iR[E UAF ASM STATUS ACCESS DENIED.
3. WRAPERAEEVIESRTMN, a8 5] BENHRE.




> MM, dR[E UAF ASM STATUS ACCESS DENIED.
4, AR KHAccessToken (PEf5TE & B KHAccessToken)
5. AR E NSRS A % (FinalChallengeHash) JRIE 7S HRALH
Registerin.finalChallenge.
TAUE AR D018 B4 e 7 R H 0 20703585 A2
AuthenticatorInfo.authenticationAlgorithm B & L HIE .
6. AlE—/ TAG UAFV1 REGISTER CMD S5 HALLIIESS.
> HE il FinalChallengeHash, KHAccessToken, Registerin.Username,
UserVerificationToken, Registerin.AppID,
Registerin.AttestationType -
® 4l AuthenticatorType, —S8ZHrl e Ak, S M
[UAFAuthnrCommands] 3k B 5 £ 1) 5 TN IR #5 R AR ZE 5K
MZHHER
7. ML, EBRRL
8. f#tT TAG_UAFV1 REGISTER_CMD_RESP.
> f#HT TAG_ AUTHENTICATOR _ASSERTION B2 (ll:
TAG_UAFV1 REG _ASSERTION) H#2H{ TAG_KEYID.
9.  MWFINIERS 20 E NIERS
> ¥ CallerlD, AppID, TAG_KEYHANDLE, TAG_KEYID #1
CurrentTimestamp fEf#7E ASM % ZE .
FEZI BONIE S 47 7 BEHRAE AR B AT 4 RE 8 2 O IESR R Z
SER UL RE ot — e IESS AT BE 217 AppID, KeyHandle, KeylD
FEAATE CHZefF . ERFEILT, ASM A EAELEE
HAF X L 1.

10, fEE—> RegisterOut Xf %
1) #R#E Authenticatorinfo.assertionScheme % &

RegisterOut.assertionScheme,



2) Ll base64url £ 4if TAG AUTHENTICATOR_ASSERTION(H:
1 TAG_UAFV1_REG_ASSERTION)HINE , HiEN
RegisterOut.assertion o

3) R\l RegisterOut X%,

3.7 B RER

%S P IRIR [BGE #8 28 A 4 AT 5
XTEERER, T ASMRequest R A ZURA I A . HE K ASMRequest
J 5% L2 A S

e ASMRequest.requestType DAZii% 15 B A Authenticate

« ASMRequest.asmVersion WAZi#Y 5 B N 75 AR A

« ASMRequest.authenticatorindex 2525 B4 HARAIESS R 5]

o ASMRequestargs LI E AN Authenticateln ZEAYFIXT R
X4 R0 N, R 31 ASMResponse B 53 A0 B A 1 N ME . HE B ASMResponse
JS 7% N2 A S

« ASMResponse.statusCode A2 T FE F I —:

o UAF _ASM STATUS OK

o UAF_ASM_STATUS ERROR

o UAF _ASM STATUS ACCESS DENIED
o UAF_ASM STATUS USER CANCELLED

« ASMResponse.responseData %452 AuthenticateOut 75T 5

3.7.1 Authenticateln %} %

WebIDL

dictionary Authenticateln {

required DOMString applID;
DOMString[] keyIDs;
required DOMString finalChallenge;
Transaction([] transaction;

};




3.7.1.1 Authenticateln Z5 ¥k 7R

appIDZE# K required DOMString
appID F1FHi
keylDs25 %124 DOMString # 4
base64url[RFC4648] 4wt 1] keyIDs.
finalChallengeZ5 !4 required DOMString
base64url[RFCA648] 4 fith Fr1Hk fl 2047 -
transactionZ5 44 >4 Transaction %41
BN AE 5 Bs 8 . Rt ¥ 2L 5 45K, ASM Ak —

BT B 2R R R

R YL, IX AT REHUR T BB AESE By AT R — 2R K P IE R TR B
JHER o

3.7.2 Transaction X%

WebIDL

dictionary Transaction {
required DOMString contentType;
required DOMString content;
DisplayPNGCharacteristicsDescriptor tcDisplayPNGCharacteristics;

};

3.7.2.1 Transaction R

contentTypeZ 8 4y required DOMString
EMIE 2 e B AR A A SRR MIME 2578 (L [UAFAuUthnrMetadata] ) -
contentz& 8 4 required DOMString
£ 7 base64url Zifid [\[RFC4648]17%C &y N 45, iid contentType g H
tcDisplayPNGCharacteristicsZ5 ! >y DisplayPNGCharacteristicsDescriptor
5 WA & PNG %F 5. DisplayPNGCharacteristicsDescriptor 4544 i) & X,
[UAFAuthnrMetadata]



3.7.3 AuthenticateOut 3%

WebIDL

dictionary AuthenticateOut {
required DOMString Assertion;
required DOMString assertionScheme;

s

3.7.3.1 AuthenticateOut Z¥ R

assertion2& 714 4 required DOMString
WIESE UAF %505 .

assertionSchemeZ& 44 required DOMString
Wr s 7% .

3.7.4 £ R R A R

P [UAFAuthnrCommands] SCES P3RS 8 2 ()56 T TAGS FIA Z5 1590 ) I 451
RIS R
1. f#if authenticatorindex R EAIAIERS .
2. WA CREDESENE (Rl AYEIdE, PIN &) , Ik
UAF_ASM_STATUS ACCESS_DENIED.
3. ASM WZIHE KA R 1% H 7
> WIRIGUER, JRE UAF_ASM_STATUS_ACCESS_DENIED,
W FAAIESS L FF User\VerificationToken (3CA4
[UAFAuthnrCommands] ) , ASM 2L & iZAFAE LME RS ok
3 Sign fiv4
4. 4 KHAccessToken (£ KHAccessToken)
5. fd A S A IESS IS 75 BR B (FinalChallengeHash) SRS HRALIK)
RegisterIn.finalChallenge,
WUE AR 126 A1 7y bR H00 2005 2




AuthenticatorInfo.authenticationAlgorithm Bt & & X & .
6. WIFIXAS R IAUESS I H Authenticateln keylDs A%, AR [H]
UAF_ASM_STATUS_ACCESS_DENIED.
7. R Authenticateln.keylDs A~ N %S
> WERVGESS NEEE NIESR, 1 Authenticateln.applD A
Authenticateln.keylDs SR [ ASM %¥E 7, 345 R KeyHandles.
o R AABIMKEKH, RH
UAF_ASM_STATUS_ACCESS_DENIED.
> WIERIESS R EFAIESS, AT Authenticateln.keylDs F1E
KeyHandles.
8. f# TAG_UAFV1_SIGN_CMD M HAEE BB NS,
> &l Authenticateln.AppID, Authenticateln. Transaction.content (21 RA
A7) , FinalChallengeHash, KHAccessToken, User\erificationToken,
KeyHandles.
® RAEIIESRA, —HSHURATER . &k
[UAFAuthnrCommands] 3k B ¢ T\ IIE &5 28 AR N 2 3 )

FEZESY
o NRIRM T 2L LM, ASM AR — AR A AT
wNRFERT o

2R AL, IX AT RERHR T B AE AL 5y BEAT HOAR —
ZIREIKP ik E T .

® {EfLIfEINIESS < FIKE base64URL Zwhid 1)
Authenticateln. Transaction.content f&h5 ,
9. WHATL, UL
10. ###T TAG_UAFV1 REGISTER_CMD_ RESP.
> NGRS — R VIR R O HoR R S A
TAG_USERNAME_AND_ KEYHANDLE, #R/)5:



1) M TAG_USERNAME_AND_KEYHANDLE FEtr#REH
M.
2) WRAWMHER 4, B AR .
3) WoRFTHIARMIHEF 4, b g1
4) ¥ TAG UAFV1 SIGN CMD.KeyHandles ¥ & pFIi%EL A
FI 7 22 AR ORI B KeyHandle.
5) #FBIE S, KIEHK TAG UAFVIL SIGN CMD fd .
11. BIEEN %R AuthenticateOut.
1) ¥ AuthenticateOut.assertionScheme % &N
Authenticatorinfo.assertionScheme.
2) ¥ TAG_AUTHENTICATOR_ASSERTION A% (fn
TAG _UAFV1 AUTH ASSERTION) Ll base6durl JE:\4mt5, FHitHE
A AuthenticateOut.assertion.
3) IR[EIX}H AuthenticateOut.
— LA IESS AT BEANTE B I AE ASM H 3 FE“AE 55 BN R
XEIE AT E BN SRS YA Sk
AT Sign fr % B, ASM MiAZ{EE HCOH Ul LERZESHER, HH
PN G R N RIE G INUESS, X FEDIE S m] DU s n 21 5 2%
Wis .
R 22 515 BN B R AR £ 0T 25 B [UAFRegistry] .
WIE a8 B 7C 80 0 20 RE S IE B R 7R SEIL N AE 5 (5 BN Bos 2R . “Z 55 R
il B bR E K% B A TRANSACTION_CONFIRMATION _DISPLAY ANY

8 TRANSACTION_CONFIRMATION_DISPLAY_PRIVILEGED_SOFTWARE .

3.8 HEHSTER

MANE 2 B A T UAF 2 5%
XTI IER, FF ASMRequest R A ATE AW FE. HEK ASMRequest
I8 N2 2



e ASMRequest.requestType ¥ B A Deregister.
o ASMRequest.asm\Version 2 B N HIRRAS .
« ASMRequest.authenticatorindex 4% B A HFRAIER R 5]
o ASMRequest.args WA E AN Deregisterin KA R
KRR N, R 31 ASMResponse B 53 A 20 B AA 11 MME . HE# ASMResponse
B8 N AZ A
« ASMResponse.statusCode AZIEA K FIME H ) —A
o UAF _ASM STATUS OK
o UAF_ASM_STATUS ERROR
o UAF _ASM STATUS ACCESS DENIED

3.8.1 Deregisterin 3%

WebIDL

dictionary Deregisterin {
required DOMString applID;
required DOMString keylID;

};

3.8.1.1 DeregisterIn Z5#J iR

appIDZE#4 K required DOMString
FIDO JIk 55 #s b FHAR P AR il
keylDZ&7Y A required DOMString
base64 Zfid [RFCA648] HIiEAS AL RS I 2 BHFR IR T -

3.8.2 FHERITREF FRGHER

[ [UAFAuthnrCommands] SCHY AT 3R1S 5 2 190 T TAGS FIUAE 51 i 4514
5 S

1. {1 authenticatorindex g AL INIE 28

2. AEi KHAccessToke (BE 24071 W, KHAccessToken) .



3. WHAESR NI E RS, A4
> £ ASM HUH FE 1 AR 28 R AH S , MR 5 Deregisterin.applD
F Deregisterin.applD AHIEHE T
4. )8 TAG UAFV1 DEREGISTER CMD %5ty, E#
KHAccessToken, Deregisterin.keylD, 4% INIESS.
5. M4, RSN

3.9 GetRegistrations &K

IR E A T FIDO UAF Client 823210 BT VEM -
%t ¥ GetRegistrations &R, K% ASMRequest & LA EA I FE. HEH
ASMRequest i 51 N 1% 4 4 B .
o ASMRequest.requestType Wi BN GetRegistrations.
o ASMRequest.asm\Version 2 B N IR o
« ASMRequest.authenticatorindex ARG R 1D W& .
%I GetRegistrations i i, T %1] ASMResponse fif G ARG W A . LB
ASMResponse Ji% i N 1% 47 448 1 o
o ASMResponse.statusCode A FHME T HI—:
o UAF_ASM_STATUS OK
o UAF _ASM STATUS ERROR
o ASMResponse.responseData %442 GetRegistrationsOut ZEHY X 5

3.9.1 GetRegistrationsOut X} &

WebIDL

dictionary GetRegistrationsOut {
required AppRegistration[] appRegs;
+

3.9.1.1 GetRegistrationsOut Z5#J iR

appRegs2& A required AppRegistration %41



55 appID MXMVEMFIZE (I AppRegistration) , T AEfE— Do E,

3.9.2 AppRegistration %%

WebIDL

dictionary AppRegistration {
required DOMString applD;
required DOMString keylDs;

s

3.9.2.1 AppRegistration Z5¥) % &

applDZEA Ay required DOMString
FIDO Ji 55 #% B A P A il o
keylDs2 %4 A required DOMString %40
A1 appID M H BHIRIRFIER .

3.9.3GetRegistrations &K i R R G0 IR

1. {#H authenticatorindex &7 INIERS
2. WFANUEF A ENIES:, A A-
> 1F ASM %4 & rh 25181 5 CallerID F1 ApplD AH 2 Iy E M % 5F H g —

A~ AppRegistration X & 513
— L8 ASM A GE B RX L85 BAFELE B S8R P, TR HAT
EFEVIE S I Z AP 2 0 . FERXFENL T, ASM IMAUKIE— i
24 1) i SR SRR L 2090

3. BT % GetRegistrationsOut F£iR []

3.10 OpenSettings &K

o NIESS AR ERE O . WFIAIESA N EMH P S, ASM L2iiE
TAG_UAFV1_OPEN_SETTINGS CMD R ERE.



% OpenSettings i&>k, T4 ASMRequest i LA AT N E. HEK
ASMRequest i 72 W12 4 24 B -

o ASMRequest.requestType hZ1¥ B A OpenSettings.

o ASMRequest.asm\Version 2 B N HIRRAS .

« ASMRequest.authenticatorindex 4% B A HFRAER K5
Xf - OpenSettings Wiz, 41 ASMRequest i G WA U1 ME. HER
ASMRequest i 71 1% 4 4 B .

« ASMResponse.statusCode WA ZILEA R FHE FHI—A -

o UAF_ASM_STATUS_OK

4. fEF ASM API

K ATAE T ER

FE—NB R SRHLI AR, FIDO UAF 2 7 iy 22 FE WA AN 5] A IE 2345 BB 1Y
H Getinfo. —HARRER, @EKHH T1E FIDO UAF 1 B b3 5
HULHLH) FIDO UAF 5ilig . — HARBSULEL, FIDO UAF % F ikt In] ASM Kk &
WEIER GEM. %5, EHS

FIDO UAF Client A fit 2> I M Getinfo M s Hr SR ER 45 BOR H) 7 SR AE 3%
Y EESEISE

5. ZEAFEFE EFEH ASM API

5.1 Android ASM Intent API

HEZFE RS, FIDO UAF ASMs 1] GESEHL N —AN M1 APK F1 63 [ B FHAR 7
FIDO UAF % /7 ¥iiiifid Android Intents il ASM #:/E. FIDO UAF % Fiifi fll
Android R4+ ASM Z (BT A {5 B A2 ELAE IS NI intert FRiR &L
org.fidoalliance.intent. FIDO_OPERATION,



T IRBUSCRY R R TE ., intent L 20A type JEMEREE A
application/fido.uaf_asm-+json.

ASM WA Z5AE I B M Z intent 9 SEI— AN b BT

7EAF intent Z BT, FIDO UAF &/ i b A ff 47— message, H&H
ASMRequest #] String &7~

FIDO UAF & /i b Ziid i i startActivityForResult()>kiH FH ASMs.

FIDO UAF % iy 1 Ab ¥ intent NiZAEE ASM A LATa] FH 7 @ 7s — AN Sk
B SR P IS IR RE . (HA2, ASM FEARHE Getinfo ¥ KIS AN B 1Z W 7-AT:
(ELEDRENI

TS, ASM 2RI intent /E 9 — NS H0R [ 45 onActivityResult(). i
I intent B —A> message, H:A A ASMRequest [f) String &~ .

5.1.1 KBl ASMs

FIDO UAF % J i n] LLiE i f# F PackageManager.querylntentActivities(Intent intent,
int flags) F1_Lid& /433t 1) FIDO Intent Sk & 3 & 4c L n] FH ASM, - AT I 7 2& 75
FEATES AT H .

S FIDO UAF 25 /2 ia H B Ih RER M T 1) ASM N HTAE Y, JF Htb &
xR LT ASM i ] Getinfo #4F

5.2 Windows ASM API

7E Windows 1, AMS UIEhA&SER:E (DLL) HERkSHl. THZE—NEXLT
Windows ASM API 1] asmplugin.h $&=k 3044

/*! @file asm.h
*/

#ifndef _ ASMH_

#define _ ASMH_

#ifdef _WIN32

#define ASM_API __declspec(dllexport)
#endif



http://developer.android.com/reference/android/content/pm/PackageManager.html#queryIntentActivities(android.content.Intent,%20int)
http://developer.android.com/reference/android/content/pm/PackageManager.html#queryIntentActivities(android.content.Intent,%20int)

#ifdef _WIN32
#pragma warning ( disable : 4251 )
#endif

#define ASM_FUNC extern "C" ASM_API
#define ASM_NULL 0

[*1\brief Error codes returned by ASM Plugin API.

*  Authenticator specific error codes are returned in JSON form.
*  See JSON schemas for more details.

*/

enum asmResult_t

{
Success = 0, /**< Success */
Failure /**< Generic failure */

%

/*1 \brief Generic structure containing JSON string in UTF-8

*  format.

*  This structure is used throughout functions to pass and receives
* JSON data.

*/

struct asmJSONData_t

{
int length; /**< JSON data length */
char pData; /*< JSON data */

}

/*1\brief Enumeration event types for authenticators.

These events will be fired when an authenticator becomes
available (plugged) or unavailable (unplugged).

*/

enum asmEnumerationType_t

{
Plugged = 0, /**< Indicates that authenticator Plugged to system */

Unplugged /**< Indicates that authenticator Unplugged from system */

};

namespace ASM

{




/*1\brief Callback listener.
FIDO UAF Client must pass an object implementating this interface to
Authenticator::Process function. This interface is used to provide
ASM JSON based response data.*/
class ICallback
{

public

virtual ~ICallback() {}

/**

This function is called when ASM's response is ready.

@param response JSON based event data

@param exchangeData must be provided by ASM if it needs some
data back right after calling the callback function.

The lifecycle of this parameter must be managed by ASM. ASM must
allocate enough memory for getting the data back.

*/

virtual void Callback(const asmJSONData_t &response,
asmJSONData_t &exchangeData) = 0;

};

[*1'\brief Authenticator Enumerator.

FIDO UAF Client must provide an object implementing this
interface. It will be invoked when a new authenticator is plugged or
when an authenticator has been unplugged. */

class IEnumerator
{
public
virtual ~IEnumerator() {}
/**
This function is called when an authenticator is plugged or
unplugged.
* @param eventType event type (plugged/unplugged)
@param Authenticatorinfo JSON based GetIinfoResponse object
*/

virtual void Notify(const asmEnumerationType_t eventType, const
asmJSONData_t &Authenticatorinfo) = 0;

/**




Initializes ASM plugin. This is the first function to be
called.

*

@param pEnumerationListener caller provided Enumerator

*/

ASM_FUNC asmResult_t asmInit(ASM::IEnumerator
*pEnumerationListener);

/**

Process given JSON request and returns JSON response.
*
If the caller wants to execute a function defined in ASM JSON
schema then this is the function that must be called.
*
@param plInData input JSON data
@param pListener event listener for receiving events from ASM
*/
ASM_FUNC asmResult_t asmProcess(const asmJSONData_t *pInData,
ASM::ICallback *pListener);

/**

Unitializes ASM plugin.

*

*/

ASM_FUNC asmResult_t asmUninit();
#endif // __ ASMPLUGINH_

3T Windows ] FIDO UAF %5 7 3 0 25 4% B 133 I R R A2 ok S48 ASM
DLLs:

HKCU\Software\FIDO\UAF\ASM

HKLM\Software\FIDO\UAF\ASM

FIDO UAF % ™ il 71X AN B AR T 1T SR 8 v 3 4R “path” 5 BL:
[HK**\Software\FIDO\UAF\ASM\<exampleASMName>]
"path"="<ABSOLUTE_PATH_TO_ASM>.dII"

path DAZiiFEH ASM DLL {4 st & .

6. REVEMAENE

KT AEHTEHT o
ASM [ FF K IR if-At A T IEAEAE FH A FIDO UAF #i#i . ASM 4505 /2 T 41




A
o ASM SR A BH AN AS[E] ) FIDO UAF %% /- B3 ) UAF GIE 5
FEREE AL . —A FIDO UAF 2 /5t A3 17 )@ 573 —ANAS A 1
FIDO UAF % F'iiyE Mt i) FIDO UAF #EiE. IXBjIE TR EH sS4
72 FIDO 7% Jsifi AH 5% (1 A IE o

N T i S [FIDOSecRef] 1 MR €, ASMs A G i T & H AL I ke S AL
KZERYH G OBURESE, DU PSR E Bt . A root REEV5 R
PR P00 2 A Bl 6o 18 % P EL e 3 o AN AE LB SR FOVE R Y &

DA 2 A2 LB SR (651 1«

o IR ASM 5 FIDO UAF & /i 45 11, ARG EHLH C4 i
.

o IR ASM Fll FIDO UAF % = i FH AR R] 1) Bt B2 S B, A4 2 7 ]
DL o $2 it A AL K40 ASM 5 FIDO UAF 2%/ Jiii .

o TEALF4 L, ASMs Ml FIDO UAF % /7 i ] BE i T 4 s
AE SRR R EVF AT 1X P & 11 ASM ] B AN 22 S RERG 25
A~ FIDO UAF & F' i ) UAF UE$5, N ATA 1 FIDO UAF & 7
i #R A N A IR R AE A5 A

NGRENIESS L 1T ASM L2 R - 7E— > ASM VET) FIDO UAF
FEUEABEMLE ) ASM Vi) o X2y T B RS D5 2% pl ASM KA
FI-E 1K) UAF FEE .
o f#FH KHAccessToken$ fEIX FEIHLH .
T ORY UAF FEOCHIAAEEUE . ASM 2 SEEIF- 6 $R A6 19 f £ 11 22 42 S
B
ASMs A3 FOVFLE B A HIAF (AT T B8R FIDO UAF #ids, R A1 ERFb-
o CallerID, ASMToken, PersonalD, KeylID, KeyHandle, AppID



Bltn, ASM Afe DAEMERAEAMAF % FIDO A 55 asde i 44, B
AR BE U PN UE A AR

ASMs N iZ PR UE N I RE 7 A B B BRAIE 28 34T I8 R o SCRFERBRVIESS
(¥] ASM FEBEGE IR 6 20 s 7 S, PR AT 4 2 i BRAAIE &5 JF
WA RS REATEM . I H I ASM BT SCRFB i BN IE S5 -
o FERGH HA R HIVE AT SR, BR
o SERUEHAMAI N TP ARSI I ASM EL#% 5 A IE 45 U B R 1
WIESH — PN EIE

6.1 KHAccessToken

KHAccessToken 2 {#FIAIE#R I FIDO UAF 3IE P A g I iy 1 42 AL o
‘B e ASM il & A FRIE R E BBV . BRI T —1 KHACccessToken 1
&7 FHIUAEIEI ApplD, PersonalD, ASMToken #1 CallerIDo

ApplD H FIDO Server #&fit, ‘B E{EFTA 1 FIDO UAF 5 B+,

PersonalD 1 ASM MAE/EIAEE IR G . Il W15 L N AR K Personal D 7Bt 24
MEERGHI K

ASMToken FEHIAERBIMEER, B2 ASM B4EF LRI

— M SEIEFE . ASM TESE — IR JE B IS & BENLAE B — 1 ASMToken, 3 H¥%—
B4 X AN EF] ASM B o

CallerID & F & 4Bl 455K 1 FIDO UAF & i1 1D (il ios [#“bundle ID”) .
TEARFIF & L CallerlD ] LALAA R 77 3RS

BlunfEZ 5-F & 1, ASM m] DI i K& 1) apk-signing-cert P& 75 1H .

ASM fifi | KHAccessToken R 37.—A4> ASM FIEHAIRE 2 (Rl B iERE, AR
RS A TR ASM T Al EE
ASM # KHAccessToken FIFTH 75 B2 AW iy 218 A) — IR AL IE 2R

|m%




FIIRGIUE T ASM ERERE NS KHACcessToken.
e TE Register 15K
o BinE ApplD
= KHAccessToken = AppID
o WIRELEINIERS, i ASMToken, PersonalD #1 CallerlD.
= KHAccessToken |= ASMToken | PersonalD | CallerID
o X KHAccessToken B#ATHAA o
i FH IR 28 1O MG A bR 2506 KHACcessToken EATIA 75 . 2 T
DA VI % A5 58 e 7 BRBBOR N 1 AN AMSs 2 T )
HEEME. WRAESREEAEE, ASM F] DS & 48
AT 2 4 P e A R
=  KHACccessToken=hash(KHAccessToken)
o At KHAccessToken 45AiE 5
o ANIERSE KHAccessToken Ji#t7ZE RawKeyHandle #F (E Z 4155 & 17
[UAFAuthnrCommands]) -
o FEHEER KHAccessToken fENHIAS I i 1B A
o ASM H Register &K #2 H HIAEE 77751 HHE KHACcessToken, JF
TEMHESH RS INERS.
o INIESIT IS EAIK, A RawKeyHandle. KHAccessToken 5424t
) KHAccessToken AHEIHIE LT, Rea PRI oy @ —igiz

(e

40 52 AIE 2 A S5 — N e S AR AT ASMs TRIHLH o 3X N0 e DL ) 22 4
PR Z 5 /D FTHT IR R4 KHACcessToken FIMLEIARE] . FrbA, & ApplD,
ASMToken, PersonalD F1 CallerID %413k KHAccessToken.

SHEFIAIESE RV, il KHAccessToken X A& ApplD, NI~ REEEAE
fItL2% £ (PersonalD, ASMToken 1 CallerID 22 FEH) /M. RFAERS
BT A T 96 A2 8 O IR IR

St B A 2R B A IE 2SSk 1, #E KHAccessToken H1f1& PersonalD & A] kK] . SRT
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6.2 ASM APIs H17 ] # #]

NRALE TS APLFIT R P 6 R
ASMs DA 2SI IR T8 U7 R P B R . ASM AR 7 1T fE 2 SE AT AM ) 22 4
Bl o
FRAEHARE:
e NoAuth--JC i a4 il
o CallerID--43BiL4s FIDO UAF & i~ 11 1D 2 &I RHE R

o UserVerify--F 7 052004k B Af 56 11F
o KeylIDList-- F 77 A ke

F-HTHe HZHETHE | B-HTEEF | B-HETEF

[
ANIESR ANIESR NIESR AIESR
Getinfo NoAuth NoAuth NoAuth NoAuth
OpenSettings NoAuth NoAuth NoAuth NoAuth
Register UserVerify UserVerify UserVerify UserVerify
i UserVerify
’LAJ\serI\[/)erlfy ApplID UserVerif UserVerify
Authenticate CSIF;erID KeylDList AoolD y AppiD
CallerD PP KeyIDList
PersonalD
PersonalD
: . CallerID CallerID
*
GetRegistrations PersonalD PersonalD X X
ApplD AppID
. KeylD KeylD ApplID AppID
Deregister PersonalD PersonalD KeylD KeylD
CallerID CallerID



A ZFEER

Al BEHTE

[ECMA-262]
ECMAScript Language Specification, Edition 5.1. June 2011.
URL.: http://www.ecma-international.org/publications/standards/Ecma-262.ht
m
[FIDOGIossary]
R. Lindemann, D. Baghdasaryan, B. Hill, J. Hodges, FIDO Technical Glossary.
FIDO Alliance Proposed Standard. URLSs:
HTML.: fido-glossary-v1.0-ps-20141208.htmi
PDF: fido-glossary-v1.0-ps-20141208.pdf
[RFC2119]
S. Bradner. Key words for use in RFCs to Indicate Requirement Levels. March
1997. Best Current Practice. URL: https://tools.ietf.org/html/rfc2119
[RFC4648]
S. Josefsson, The Basel6, Base32, and Base64 Data Encodings (RFC 4648),
IETF, October 2006, URL.: http://www.ietf.org/rfc/rfc4648.txt
[UAFAuthnrCommands]
D. Baghdasaryan, J. Kemp, R. Lindemann, R. Sasson, B. Hill, FIDO UAF
Authenticator Commands v1.0. FIDO Alliance Proposed Standard. URLSs:
HTML.: fido-uaf-authnr-cmds-v1.0-ps-20141208.html
PDF: fido-uaf-authnr-cmds-v1.0-ps-20141208.pdf
[UAFAuthnrMetadata]
B. Hill, D. Baghdasaryan, J. Kemp, FIDO UAF Authenticator Metadata
Statements v1.0. FIDO Alliance Proposed Standard. URLSs:
HTML.: fido-uaf-authnr-metadata-v1.0-ps-20141208.html
PDF: fido-uaf-authnr-metadata-v1.0-ps-20141208.pdf
[UAFProtocol]


http://www.ecma-international.org/publications/standards/Ecma-262.htm
http://www.ecma-international.org/publications/standards/Ecma-262.htm
http://www.ecma-international.org/publications/standards/Ecma-262.htm
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-glossary-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-glossary-v1.0-ps-20141208.pdf
https://tools.ietf.org/html/rfc2119
https://tools.ietf.org/html/rfc2119
http://www.ietf.org/rfc/rfc4648.txt
http://www.ietf.org/rfc/rfc4648.txt
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-authnr-cmds-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-authnr-cmds-v1.0-ps-20141208.pdf
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-authnr-metadata-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-authnr-metadata-v1.0-ps-20141208.pdf

R. Lindemann, D. Baghdasaryan, E. Tiffany, D. Balfanz, B. Hill, J.
Hodges, FIDO UAF Protocol Specification v1.0. FIDO Alliance Proposed
Standard. URLSs:
HTML.: fido-uaf-protocol-v1.0-ps-20141208.html
PDF: fido-uaf-protocol-v1.0-ps-20141208.pdf

[UAFRegistry]
R. Lindemann, D. Baghdasaryan, B. Hill, FIDO UAF Registry of Predefined
Values. FIDO Alliance Proposed Standard. URLSs:
HTML.: fido-uaf-reg-v1.0-ps-20141208.html
PDF: fido-uaf-reg-v1.0-ps-20141208.pdf

[WebIDL-ED]
Cameron McCormack, Web IDL, W3C. Editor's Draft 13 November 2014.
URL: http://heycam.github.io/webidl/

A2 ZEBRL

[ECMA-404]
. The JSON Data Interchange Format. 1 October 2013. Standard.
URL: http://www.ecma-international.org/publications/filessECMA-ST/ECMA
-404.pdf

[FIDOSecRef]
R. Lindemann, D. Baghdasaryan, B. Hill, FIDO Security Reference. FIDO
Alliance Proposed Standard. URLSs:
HTML: fido-security-ref-v1.0-ps-20141208.html
PDF: fido-security-ref-v1.0-ps-20141208.pdf

[RFC2397]
L. Masinter. The "data" URL scheme. August 1998. Proposed Standard.
URL.: https://tools.ietf.org/html/rfc2397

[UAFAppAPIANndTransport]


https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-protocol-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-protocol-v1.0-ps-20141208.pdf
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-reg-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-reg-v1.0-ps-20141208.pdf
http://heycam.github.io/webidl/
http://heycam.github.io/webidl/
http://www.ecma-international.org/publications/files/ECMA-ST/ECMA-404.pdf
http://www.ecma-international.org/publications/files/ECMA-ST/ECMA-404.pdf
http://www.ecma-international.org/publications/files/ECMA-ST/ECMA-404.pdf
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-security-ref-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-security-ref-v1.0-ps-20141208.pdf
https://tools.ietf.org/html/rfc2397
https://tools.ietf.org/html/rfc2397

B. Hill, D. Baghdasaryan, B. Blanke, FIDO UAF Application APl and
Transport Binding Specification. FIDO Alliance Proposed Standard. URLS:
HTML.: fido-uaf-client-api-transport-v1.0-ps-20141208.html
PDF: fido-uaf-client-api-transport-v1.0-ps-20141208.pdf

[WebIDL]
Cameron McCormack. Web IDL. 19 April 2012. W3C Candidate
Recommendation. URL: http://www.w3.0rg/TR/WebIDL/


https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-client-api-transport-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-client-api-transport-v1.0-ps-20141208.pdf
http://www.w3.org/TR/WebIDL/
http://www.w3.org/TR/WebIDL/

	1、注释
	1.1 关键字

	2、概览
	2.1编码和示例格式

	3、ASM请求和响应
	3.1请求枚举
	3.2状态码接口
	3.2.1常量

	3.3 ASMRequest结构
	3.3.1 ASMRequest结构成员

	3.4 ASMResponse结构
	3.4.1 ASMResponse结构成员

	3.5 GetInfo请求
	3.5.1 GetInfoOut结构
	3.5.1.1 GetInfoOut结构成员

	3.5.2 AuthenticatorInfo结构
	3.5.2.1 AuthenticatorInfo结构成员


	3.6 注册请求
	3.6.1 RegisterIn对象
	3.6.1.1 RegisterIn结构成员

	3.6.2 RegisterOut对象
	3.6.2.1 RegisterOut结构成员

	3.6.3处理注册请求过程的详细描述

	3.7 鉴别请求
	3.7.1 AuthenticateIn对象
	3.7.1.1 AuthenticateIn结构成员

	3.7.2 Transaction对象
	3.7.2.1 Transaction结构成员

	3.7.3 AuthenticateOut对象
	3.7.3.1 AuthenticateOut结构成员

	3.7.4鉴别请求过程的详细描述

	3.8 注销请求
	3.8.1 DeregisterIn对象
	3.8.1.1 DeregisterIn结构成员

	3.8.2 注销请求过程的详细描述

	3.9 GetRegistrations请求
	3.9.1 GetRegistrationsOut对象
	3.9.1.1 GetRegistrationsOut结构成员

	3.9.2 AppRegistration对象
	3.9.2.1 AppRegistration结构成员

	3.9.3GetRegistrations请求过程的详细描述

	3.10 OpenSettings请求

	4、使用ASM API
	5、在不同平台上使用ASM API
	5.1 Android ASM Intent API
	5.1.1发现ASMs

	5.2 Windows ASM API

	6、安全性和私密性
	6.1 KHAccessToken
	6.2 ASM APIs的访问控制

	A.参考文献
	A.1参考规范
	A.2参考资料




