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dictionary OperationHeader{
required Version upv;
required Operation  op;
DOMString applD;
DOMString serverData;
Extension(] exts;
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WebIDL

dictionary FinalChallengeParams{
required DOMString applID;
required ServerChallenge challenge;
required DOMString facetID;
required ChannelBinding channelBinding;

};

3.1.7.1 FinalChallengeParams £ #%.a3

appID 274K required DOMString

string[1..512] .

ZAH WAL E OperationHeader [ applD B,
challenge 257844 required ServerChallenge
AE L B E SR HE T B (U0 RegistrationRequest.challenge,

AuthenticationRequest.challenge)
facetiD 25744 required DOMString
string[1..512] .
Z{H i FIDO UAF 72 /b € HBGR T N AR . 255

[FIDOAppIDANdFacets]. &=/ facetlD B FIDO UAF % F 5 L 5E
FH Sk 36k im ik [7) 482 51 FH 8 FH N A2 applD &2 B I ml {5 2K A 51 3%

channelBinding 2578 required ChannelBinding

flE FIDO & i k45 FIDO R4 10 TLS yH S, 485 TLS i@IE A FIDO
BAE
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ChannelBinding £ &8 1E 47 2 15 S [RFC5056]
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WebIDL

dictionary ChannelBinding{
DOMString  serverEndPoint;
DOMString  tlsServerCertificate;
DOMString  tlsUnique;
DOMString  cid_pubkey;

};

3.1.8.1 ChannelBinding Z#15%.&

serverEndPoint 2874 DOMString



WS serverEndPoint SFE AT, WL BN TLS Ik 55a ik 15 0a A (B 1
base64url Jwf . I A ek U 4% DL 7 e £
1. WRAET Y signatureAlgorithm RS 75 REL 1 HLA A bR 02
MD5 [RFC1321] 8k SHA-1 [RFC6234], If#H SHA-256 [FIPS180-
4];
2. WFRAEPHY signatureAlgorithm 8 BN B8, LI 75 R 8 EE
AN7& MD5 [RFC1321] A& SHA-1 [RFC6234], I H 5IE 1
signatureAlgorithm #H % I 75 2R 5L
3. WIERIEFA signatureAlgorithm A FH P 75 58 Bk 18 2 a7 R
K, R IEIE IR AR AT IR AR E S Chn SR 21 1 28 ) 2 o)t
B 58 FEAT TR LA ] /D o
WIS TLS R4S FEH AR T4 3SR (flln FIDO UAF 2 i), BiA
REA 2 N AT HEIR VA 75 SR, serverEndPoint FBLA AN A .
tlsServerCertificate 257145 DOMString
IR TLS g 5545 E 555 FIDO UAF %% P AT H, IXANF B AU .
WIR TLS IS5 #RiE5%F FIDO UAF 25 im il H, B AR A Bn i &N
base64url Zwt5 1) DER 4t J5 (1) TLS MR 5545 ik 1.
tisUnique 252> DOMString
WAL E N baseb4url i) TLS i8IE Finished 454, (HJ2 Wiz &5 %t
FIDO UAF 2 i ANFT ], A% Bl 250N %7 [RFC5929] -
cid_pubkey 2475 DOMString
IR P3G TLS B ANt TLS ChannelID [Channel ID]{5 B 45 b B2k (41
4 web WY AR B 0 MDD, 1T BT E N
U1 TLS ChannelID 15 B4 % 7 3 TLS B30, (HREAH TLS (M%)
M55 #8254, 127 B i B o8 " unused"
HAHHR, cid_pubkey 4211 B A base6durl Zafid i 281y 714k
[RFC4627]11% [} UTF8 4 fr) JwkKey 45#) .



3.1.9 JwkKey £ 1)

JwkKey &—> ] JISON Web Key [JWK] g R E] 28 2 4H 45 o
EAAHR R P TLS B E B 77 72 42 /) ChannelID A%H.
[ChannelID]HR & A FH 4% 2 1AM 52 fh 26 AR 78 AR B TR

WebIDL

dictionary JwkKey{
required DOMString  kty = "EC";
required DOMString  crv = "P-256";
required DOMString  x;
required DOMString v;

s

3.1.9.1 JwkKey ZHek G

kty 2574y required DOMString, ERilMiE N "EC™
{3 Channel ID i I $H26,  H fif[Channel D] & 15 Hh A S5
2, Pl Ziis N ECT [JWA].

crv 2574 required DOMString, BRiAE Ny “'P-256"
R AR 2L . B Ar[ChannellD] #7552 #5756 B B bR e
FARBIFCHT (NIST) {2k secp256r1, FrLA crv SHU i E N "P-256",

x Z£#4°A required DOMString
BEAY CGafits, 32 FHE) x HlALFRI base64url Zifd .

y 274 required DOMString
AEAH Gafrfis, 32 F1ME) y HiAkAR1Y base64url Fifid.

3.1.10 Extension £5#4

FIDO ¥ JefEMRZ 7 B, AHE UAF BhiltiH 8, AIESS 2 B A IE#R 2544
Rl = 55

BAY A — M IRRT, I RARRAT I 4 22 6] 2 FIDO UAF 2R (filin
il 44 2 (B AR T3 e T S AE IR P

P REHIAL PR TT SR E SO AR — A b B SR AN A 2 1 e I 3, TR A



AT AT, SRR i) MR R
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B P PR T4 5 BE OB

| WebIDL___|

dictionary Extension{
required DOMString  id,;
required DOMString  data;
required boolean fail_if_unknow;

};

3.1.10.1 Extension &k &

id 28%4°4 required DOMString
string[1..32].

PRRT R

datazE ! required DOMString
A5 Ml 55 i i R 28 i 2 A S — BT B E s . 12800 2 PL base64url %
{CTi0P
BB RN
fail_if_unknownZ:7%°% required Boolean
KA ARFIY B2 20 (False) Bnh A0 5 80— /M iR (true).
o falseff RARNARKHIY L AT 20K ;
o truefd RoRFIY LT H—MEIR.

FIDO UAF % il e (a) ALBEYJEEL (b) #4 EBAL#4: ASM. KA &
WAT DR #iE I

ASM HJHE () Ay EE (b) fLly B4 FIDO ES: . KA RLATT
A& i

FIDO WAIlE 8% A ZRAL B Y™ FE Bk 2 (A A s 4 e b B g HL 330 1
fail_if_unknown B}, A AILAZRS) o Wi FIDO IESS A e RS I &




X, FH®ZET fail_if unknown {8, ELLIFEAE—NMER (5% LA
fail_if_unknown fJE X) .

MfERY RS N — SRR, D IEREE fail _if unknown frid. (%
[UAFASM] [UAFAuthnrCommands]) -

FIDO Wil B R—AZA I . W 22 A OB T— AN C A sl A B 4™
J&, Mazy ENAZEINERSET S HHA — MR CEELED §E (Bl
TAG_UAFV1 _REG_ASSERTION, TAG _UAFV1 AUTH_ASSERTION) . #n
Rzetigem 7 (B, FIDO VIEGARYE o8 75 B b ik SCRF 2 A T
i, ERAER WG MEMRE RO FREATER), skE ©BERLY
J& Ay fail _if_unknown (4405148 FH OX3EL $r2s

[UAFAuthnrCommands]) . iRz aVEFE& (Fa FIDO YIRS R4 o £k i
7 B A AR I SRR A R I B TR T2, (BAEREE B L R A A
B FFRAT TERD , ¥ RERULARICAN fail_if unknown(BlanLZifE R tag
0x3E11 22 [UAFAuthnrCommands]) -

3.1.11 MatchCriteria £5#4

AR T 55 4 SRS R UL e 2% 1
RIS R A i 5 BEEHOA R VLR CIEQAER & 7 BUh R I —H#E), 8
2 MatchCriteria X RPN N2 5 — M INUEAFILACH] -



WebIDL

dictionary MatchCriteria{

AAIDI] aaid;
DOMString[] vendorID;
KeylD[] keyIDs;
unsigned long userVerfication;

unsigned short keyProtection;

unsigned short matcherProtection;
unsigned long attachmentHint;

unsigned short tcDisplay;

unsigned short[]  authenticationAlgorithms;
DOMString[] assertionSchemes;
unsigned short[] attestationTypes;
unsigned short authenticator\ersion;
Extension[] exts;

s

3.1.11.1 MatchCriteria /4 &

aaidZ$ ! Jy AAID A
AAID F1I A5 G Fic BR i1l 7525 L2472 AAIDs
WHRE D — AN ) AAID id3% 5 Authenticatorinfo.aaid AHUCHAD, U VTRC
R IH[UAFASM]
% 7B 5 MetadataStatement.aaid[UAFAuthnrMetadata] A8 % 5
vendorID2£%4 5 DOMString %140
vendor|D H4 UL HC FR il 75 25 %€ AL B R A E 28 24 5 b o AAID IR 4 D772
vendorlD (Z7% AAID).
W F D —~ AAID e 554+ 1 Authenticatorinfo.aaid FIRT 4 A~ 454
VLHC, NIDLECEHI[UAFASM].
%7 B 5 MetadataStatement.aaid[UAFAuthnrMetadata] ) i P4 4> 75 AH %F
B o
keylDsK %! Jy KeylD #t4H
WIESS KeyIDs #1246 4t R il 7£— 2045 58 1) KeyID SEBIERH (%
[UAFRegistry])




N RBA p E>— 50K ILES, TIDLRC R o

ZFE 5 AppRegistration.keylDs #85%t R[UAFASM].

userVerificationZ& 4 unsigned long %41

N2 AR EMES, HULE RO 7 WUE T AR N FERE (%
[UAFRegistry]) -

MR L F &M, N5 Authenticatorinfo.userVerification JLHE A% Zh
[UAFASM] (ffH JAVA IEEwE) -

if
/I They are equal
(AuthenticatorInfo.userVerification ==

MatchCriteria.userVerification) ||

[ USER_VERIFY_ALL is not set in both of them and they have
at least one common bit set
(
((AuthenticatorInfo.userVerification &
USER_VERIFY_ALL) == 0) &&
((MatchCriteria.userVerification & USER_VERIFY_ALL)
==0) &&
((AuthenticatorInfo.userVerification &

MatchCriteria.userVerification) !'=0)

)




ZF B EE T 7 M MetadataStatement.user\VerificationDetails H3k15 ;

1.0 B MetadataStatement.user\VerificationDetails 28 £ 212%, 4

1. R —%E % %id 3% MetadataStatement.userVerificationDetails[i]
A ZFWE, WALZNF LR TR E SR watEd 1R
TLECH AAIDs 31|23k =4 MatchCriteria X} 5 o

2. WRFTA MetadataStatement.user\VerificationDetails[i] R & & B %%
o, Mo RHZ A BRI R e
MetadataStatement.userVerificationDetails[0][0].userVerification F|

MetadataStatement.user\erificationDetails[N-1][0].userVerification

WP 2 B R & RO AR 1R

2. 7158 MetadataStatement.user\VerificationDetails & & —& B Fidx, B
o A B e %
MetadataStatement.user\erificationDetails[0][0].user\erification %
MetadataStatement.user\VerificationDetails[N-1][0].user \erification ' Ffr
A% HIREGBONBINE, MEHRCHN USER_VERIFY_ALL.

EANTEARVFILECSE I T 2 e A R R H & GERS, il
PIN AND (Fingerprint OR Speaker Recognition) (&% FR#EZJEN)D . 0
SRIX MR e B VT AR 06 55 1, ) 75 2Ed it $2 (L PT AT UGIE 2R 1Y AAID
Ktk €

keyProtectionZ& %4 unsigned short
16 A RIARICSE, HULEC N A8 T RS P IR BRI R E (%
[UAFRegistry]).
R % /b —Afikric 5 Authenticatorinfo.keyProtection BB UCHED, I VLHED B Th
[UAFASM].

% 7B 5 MetadataStatement.keyProtection[UAFAuthnrMetadata] #f % B




matcherProtection2& % 4 unsigned short
16 AL IbRICEE, HULECROZAELECHR 5 R4 IR BN R E . (%
[UAFRegistry]).
R &b —iFRrid 5 Authenticatorinfo.matcherProtection (B AHVCES, T
A I [UAFASM]
Z%F B 5 MetadataStatement.matcherProtection 7o 4538 75 B AN B . 5%

[UAFAuthnrMetadata].

attachmentHint2 7 74 unsigned long
32 FrhRic IS, HULELSOIZB I IE AL PRGN FEZ R E (%
[UAFRegistry]).
g /b—fiFric5 Authenticatorinfo.attachmentHint{EFHVCHEL, UCHEL L)
[UAFASM].
% ¥ B 5 MetadataStatement.attachmentHint 7t 598 75 B A X 5

tcDisplayZ5 4 unsigned short
16 AL HIFRICEE, VLS RIZ A AE 55 i DA 2w FH AR 288 TR R o of 75 22 s
(ZZ[UAFRegistry]).
Rz —fikrid 5 Authenticatorinfo.teDisplayfELAHUCHES, T DL A Eh
[UAFASM].
%7 Bt 5 MetadataStatement.tcDisplay JE$E 7 B AN B . S
[UAFAuthnrMetadata]

authenticationAlgorithmsZ5 %4 unsigned short
BB SCRPEEUE L TAG B HIEAH, A ULHC B A2 S0 I S50 B R i I 75
E%E (3%[UAFRegistry], Bi%i N UAF _ALG_SIGN).
R E A F 2 /b —%1d3x% 5 Authenticatorinfo.authenticationAlgorithm #H G
B, PLHEC R DI [UAFASM] .



Z% 7B 5 MetadataStatement.authenticationAlgorithm 76335 75 B AH X 52
%% [UAFAuthnrMetadata] .

assertionSchemes=$%4 4 DOMString
SCREWT S LRI EIFUERE,  ULHC N IZ A SRR IR H N 5 2B . 2% UAF
SCRFHIMT S TR .
WR B H 2 /b— 28 5% 5 Authenticatorinfo.assertionSchemeAHULEE, T

fic i P [UAFASM] .
ZF B 5 MetadataStatement.assertionScheme T B AH 6. B
[UAFAuthnrMetadata] »

attestationTypesZ 8 & unsigned short 41
BE SRR TAG R (S5 [UAFRegistry], |
28 UAF_ALG_SIGN). WAARFF25 HBINFY, Sis i e R AL AR A il
Ifl
R H A 2 /b — 25183k 5 AuthenticatorInfo.authenticationAlgorithm = ] —
LS AHUEIS, U VCAD B DI[UAFASM].

ZF B 5 MetadataStatement.attestationTypes TG E(3E /5 BAAEN B . 5%
[UAFAuthnrMetadata] »

authenticatorVersion2&%! >4 unsigned short
B NIRRT, UL LN 1248 AR A8 A AR VAR 28 hiCAs PR 1) P 75 223
B
R A% S FEEZFTAG UAFVL REG ASSERTION
8 TAG_UAFV1 _AUTH_ASSERTIONH AuthenticatorVersion= B fr{E 8%
f AN [F W 5 7 S8 R B BNAE, DL T Al o

[A A authenticatorVersion f)i& & #i T AAID, authenticatorVersion 7Bk &
%5 MatchCriteriad ] —4" aaid& & -




Z B 5 MetadataStatement.authenticatorVersion TCEE /= BHAEXT B . S%
[UAFAuthnrMetadata] .

extsZ5 4 Extension $4H
VLHC R P R

3.1.12 Policy 454

BAE — A BONES U A — 13 TE RO IE S Ui B
WebIDL
dictionary Policy{
required MatchCriteria[][]  accepted,;
MatchCriteria[] disallowed;

};

3.1.12.1 Policy £

accepted2$%4 4 required MatchCriteria — 4 ¥ 40
B BOE A TR, R IRSS AR FIDO TN ECA R E H IR
UE3AE BT 75 1L B BHARFAE -
THRBAN ULEERE SR FIRPHTER R RN (CEUERERD.
FEATIHRIICR DAL A -
B MNUAR I RN BUBRIE SR (i ER A . R RN IESS R —
ANZR G| ) MatchCriteriaZk A1, k5% ds AT AR S AH S48 o
BRG] (I EiRSES) H MatchCriteria T340 7R 2 IAIIE 2% 04 158
T B R R R 55
MatchCriteriat 2 /s IR 55 & A LS e S5 s 6 B AR S6 2l e A
UESRBIERTTH, FIDO UAF 2% 7 i i 30 s7 X Be A S 2, Bl i i PAIRIRE I
PP R RS E IR w25 FH P, 8O R R e R VRS R AT 1
disallowed 2§74/ MatchCriteria%i 41
A4 7F disallowed 7B ) MatchCriterialCFE fIAIE RS, A BRAE A&
P HERR, ARG 5 accepted ¥l % 1 ¥ MatchCriterial/C R .



3.2 R 55 4% SN H AL BRI

KA FRAELEN o
AT IR 45 A% SIS I, FIDO UAF %% 7 St LA 508 57 7 T (1 100«
1 JEMEAE:

1. Policy.acceptedfz —NHEFIK . FFAHE RIS #5A4 EH FEMm
VAR HIFRAES 3
¥ Policy.accepted[][] 2% H IR SE1E . XTI R 3L I m R AR AT o
e 5 A BONIE S RFAE R VLT 1) 25 Fr i o
WA BOMERR 115 B .
2% 5 Policy.disallowed #5 VG HED A E2S .
RIS B SR T 1 DL EC AR HEAHIULAC . (27 MatchCriteria 4514
ENIGIEAUNGE R

7. SIS T AEE AR SR BTV E T .
2. EHIFIZE Nt R

o g &~ w N

SEREH S5 AT R .

WSF Policy.accepted[][1H 4% H MR et 5 R R 5e 2T .
 IRBFR LA A BOAIE SRR S VTR A A
AT BONIE 2% (1115 2.
235 /2 Policy.disallowed br i FIIATE 2% .
RFUSCER B 145 2 SR Hh 3 ¥ DT O AR AEAH T A
515 P H A e E A E SR AT 4850 .
P s — A T bR a2 i LI, RSS2 A Sttt — MRk
{REFI(E

Va2
Policy.accepted 2 H & FIR . HNHERR—MriEE, B MRMEE R B
1
2
3
4
5
6
7

3.2.1 sS4

A IAEAHTENEN o



"accepted™:

[
[{"userVerification":2}],
[{"userVerification":16}]

"accepted":

[
[{ "userVerification™: 18}]

¥

HAIXEE 2 kR USER VERIFY ALL (USER_VERIFY_ALL =1024) #ric
A R B userVerificationfB,  IHAE 2= 5 STt FE SR il A THTES 1R 0 R UGIE 28 48
VLHECAE A 56 IE 5 110 252 512 6 o

"accepted™: [ [{ "userVerification": 1042}] ]
}

A TR 2 AR

"accepted":

[
[




{ "userVerification": 2},
{ "userVerification": 16}
]
]
¥

&7 userVerification#ha] LG & HoAth 2644 .

{
"accepted":
[
[
{ "userVerification™: 2, "attachmentHint™: 1},
{ "userVerification™: 16, "attachmentHint": 1}
]
]
}

2L N7 1D N 1234\ F 28 SRR R -

"accepted":

[ [{ "vendorID": "1234"}] ]

3.3 KA B

UAF P& ZRROAREE K . UAF PR SUCAS . BB RO . 252 5l R
(% HINFRZR A, S%[UAFRegistry]) AR ASM A (2%
[UAFASM]).

FIDO I 45 %% WA 2500t 25 43 i 50 AR 285 42 1 80l 5t gk AT e A AN B6AIE .




A 24 FIDO 5% a4 B B0 PRI 2 AT PN 25 I 4 W] BESRHIE . B> UAF 1Y
FRAS SZ IS — B P M Bl AN S5 A0 Bt SUlcR (RRAEWT S 0758 o [FIRE
(K1, R4S ASM RRAS SR — B WS T R

AL, FIDO UAF %5 )™ s i A B RE M ™ A2 0 2 A S5 R O AL A -
KT RRA W, FIDO UAF 2 7 S i AT 40 A 3R -
1. BIEMAITEES(FC Version Set) , 4% ASM fitAs (asm_version) F1
UAF BhihicAs (upv), SEINATA ) FIDO UAF 2 ) i S R R AR XS
F| FC_Version_Set.
o HIa0 [{upvl, asm_version1}, {upv2, asm_versioni}, ...].
2. 8 FC Version Set 5L &7E UAF W BT upvEEAHIAE (B, HARE
HBLETE UAF ¥ B AL & upy B RIS )
3. EFE UAF 5 RIS SLVFIVESS, XA NE S
o B EEINIES ST asm versionFIFEZEHT upv(s) FIIAIE 28R
AXF (Authnr_Version_Set) .
flan [{upvl, asm_versionl}, {upv2, asm_versionl}, ...].
o 3 Authnr Version Set 5 FC Version Set #1322, M H &3 IAS ¢ = 1Y
FRASKT o
MEHL upiE S s B RRCAS X o FERT A AR, AR B &
5 asm_version{E [ .

o s FZRRAIS Xt LA IAE %5 o

FARRA A majorfl minorsBt. HLEHARRAR, St Major 7B, U
FAH R EE L Minor B¢ .

A UAF 8 B8 upviRA T BE. UAF Pl i B i 2 7E FIDO UAF %5/
B Al FIDO A 55 & Z A1 BEAT o

3.4 HE R

VEMHERAE 721 FIDO R %525 F1 FIDO AE 2875 & —AMAEZE4H .




2. 4] #https URL

21. L kApoID (AT #4) 47
MUauth & i |
IKRDAf

3. http OK + 1425 G k4 |

I
6. LT

1
]
1
1
F|
»-

| |

11. UAFTE NI L + Sk

7.8 5
8. filh R UAFE TR

1
9. ’i-:nliii:llF}i.'fa
_A0. VAEENHIE

15. HUBE SR AT »:l
_.g.s.m VPR Y

[
oD 123, EKRD
N

I 24 i [0 UAFIT: Htlll Jif |

__________________________________.-:____-

25, JZ[FIVARE TR )

—® 26, S IEUAFTE ] 13

I
|
|
|
|
|
I
|
|
|
»

i I CfL{FKRD) h L
: : ] ({L75KRD) ’
i i i E 27. e AR ﬂlrri
| ] ] 1 i Uauth"’d
i | | Q- 28RO
Kl 6 UAF {7 51 E
A2 1R R 0 R U .
¥ i PR LRIk S
;}:Eﬂﬂ' I FIDO UAF 35 -8 T A AE S
BT ASM + FIDO% J ¥y Wy
A TGAIERS +0) S A (mycorp.com)
, U "i‘c*‘u“f’lkul s _ JH ' 44, g,
[ "t AppID, FiltisData( (¥ i1, 0idiD. - kB
B RAPIKey. 1501 1 Blak AppID, ik
ak: = hash (ApplD|APIKey|PersonalD|CallerlD) f
fep : = {a, challenge, facetlD, tlsData} a
‘ JJJ" %y, _ak; hash(fcp)
el B
ik, fc
ik,
1) kih aaid, k., fc, h,  “iFiE 15 | reg-entr, entr,
% 47 (@aid, fe,reg-cntr,entr, u) " .
) I e aaid, k,, fc, h, “EiEiE 15
s reg-cntr, cntr, s e
e i fi:
HiHk,,
1) ih

Bl 7 33 Mm% Hd
FIDO %545 &i% AppID. INIE#S K& . ServerChallenge#l Username4s




FIDO UAF & J ' ¥iii o

FIDO UAF % Fuiii iR 4 ServerChallenge A A {E i1

& FinalChallengeParams (FCH), &i% AppID. FCHAFI Username45 A\ iE#S .
WIES QI — N HEM BTN R (1, TAG_UAFV1_KRD, Z%
[UAFAuthnrCommands]) , HH & FCHRAE. Hr=ERH T AH
(UAuth.pub) FIEARAE 0T BT84 (S35 FSRSIERIEZ(EE ) .
b J5 FIDO AR %528 % KRD Xt R AT a5 560k .

3.4.1 FEMHE KIH S

UAF JEHE SKRIH B LA M R R . BN E5 0 &G R T WA B IHE 3K
HAH P A E P BRRCAH RIS o T RRA1.0"K
Ui, RegistrationRequestZ: 45 X T %1% K .

[{
"header": {
"upv": {
"major": 1,
"minor": 0
b
"op": "Reg",
"appID": "https://uaf-test-1.noknoktest.com:8443/SampleApp/uaf/facets”,
"serverData":
"ljycjPZYiWMaQ1tKLrJROIXQHmMYGOtSSY GjP5mgjsDaM17RQgq0
dI3BNNDDTx9d-aSR_6hGgclrU2F2Yj-
12S67v5VmQHj4eWVseLulHdpk2v_hHtKSvv_DFgL4n
2liUY6XZWVbOnvg"
h
"challenge™:
"H9iIW9yA9aAXF _lelQoi_DhUk514Ad8Tqv0zCnCqKDpo",
"username™: "apa",
"policy™: {
"accepted™: [
[
{

"userVerification": 512,
"keyProtection™: 1,
"tcDisplay™: 1,




"authenticationAlgorithms'":

1
]

assertionSchemes™: [
"UAFVITLV"

"userVerification": 4,
"keyProtection™: 1,
"tcDisplay™: 1,

"authenticationAlgorithms'":

1
1
"assertionSchemes™: [
"UAFVITLV"

"userVerification": 4,
"keyProtection™: 1,
"tcDisplay™: 1,

"authenticationAlgorithms"":

"userVerification": 2,
"keyProtection™: 4,
"tcDisplay™: 1,

"authenticationAlgorithms"

"userVerification": 4,

4




"keyProtection": 2,
"tcDisplay™: 1,
"authenticationAlgorithms™: [

"userVerification™: 2,
"keyProtection™: 2,
"authenticationAlgorithms™: [

"userVerification": 32,

"keyProtection™: 2,

"assertionSchemes™: [
"UAFVITLV"

]
b
{

"userVerification": 2,

"authenticationAlgorithms™: [
e
3

If

"assertionSchemes™: [
"UAFV1TLV"

]
b
{

"userVerification": 2,

"authenticationAlgorithms™: [
e
3

If

"assertionSchemes™: [
"UAFV1TLV"

]




b
{

"userVerification": 4,
"keyProtection™: 1,
"authenticationAlgorithms™: [
e
3
I
"assertionSchemes™: [
"UAFV1TLV"

]
ks
]
]

disallowed": [
{
"userVerification™": 512,
"keyProtection™: 16,
"assertionSchemes™: [
"UAFV1TLV"

]
b
{

"userVerification": 256,
"keyProtection": 16

b
{

"aaid™: [

"ABCD#ABCD"
I
"keyIDs": [

"RfY_RDhsf4z5PCOhnZExMeVIoZZmKOhxaSi10tkyY c4"

]
}
]
}

H

3.4.2 RegistrationRequest £ 4

RegistrationRequest £ & BN ]« WAL T TE K -



WebIDL

dictionary RegistrationRequest{
required OperationHeader  header;
required ServerChallenge  challenge;
required DOMString username;
required Policy policy;

+

3.4.2.1 RegistrationRequest £ #1567

header257°4 required OperationHeader
BAEHR L, Header.op X 22 “Reg”,

challenge2£%! A required ServerChallenge
H 55 s S B PR AR

usernamez$#4°4 required DOMString
string[1..128].

AR 4450 1 7 BT X R AR R 0T B AS R

policyZ574°K required Policy
FHIR TR LR 2 A 0T DL AT MR A

3.4.3 AuthenticatorRegistrationAssertion &4

& INIE 25T RegistrationRequest T8 2. 1 B »

WebIDL

dictionary AuthenticatorRegistrationAssertion{

required DOMString assertionScheme;

required DOMString assertion;
DisplayPNGCharacteristicsDescriptor[] toDisplayPNGCharacteristics;
Extension[] exts;

};

3.4.3.1 AuthenticatorRegistrationAssertion #4443

assertionSchemeZ4 4 required DOMString
194 assertion I 5 77 4. S UAF RIS 7 & .



2 5 T RIS R —HR Sy, AR SE LM S T R

assertionZ5 44 required DOMString
base64url(byte[1..4096])fl & TAG_UAFV1_REG_ASSERTIONS}
%, TAG_UAFV1 REG ASSERTIONXI %1 K52 KeyRegistrationData
(KRD)X R I 5 J5 %, KRD Xt G &84 1 UAUth. pub & 4451k
AL .
2 AR A B R e TR . WS R AR IR S
ZIIARFMAFE (Fn "UAFVITLV" WiE 7 2
& TAG_UAFV1_KRD).
tcDisplayPNGCharacteristicsZ5 4 4 DisplayPNGCharacteristicsDescriptor i 2H
BTS2 A 5 PNG 259 [UAFAuthnrMetadata] -
DisplayPNGCharacteristicsDescriptor 254 [ & X 2% [UAFAuthnrMetadata] .
exts 257y Extension #4H

EHINERSER T .

3.4.4 VEE RTE S

UAF Y 97 38 J2. PSS MBI o BN G850 5 R 22 ISR (409 A i .
el AL S U SO AAR R AN 254 . X TR A “1.07K
Pi, RegistrationResponseZ 14 5E X T %0 o

[{

"assertions™: [
{

"assertion™: "AT7uAgM-

SQALLgKAQUJDRCNBQKNEDiIi4HAAABAQEAAAEKLIAA9tBzZC64ecgVQB
GSQb5QtEIPC8-Vav4HsHLZDflLaugJLIAAZMCPn92yHv1lp-
iICiBb6i4ADg6Z0V569KFQCVYSIfNgNLggAAQAAAAEAAAAMLKEABJsVEL
UsVKh7tmYHhJ2FBm3kHU-
OCdWiUYVijgYa81MfkjQ1z6UiHbKP9 nRzIN9anprHqDGcR6q7020qg_yctZAH
PJUCBI5AACV8L7YIRMx10gPnszGO6rLFqZFmmRkhtVOTIWuUWQqYxd1jO0wxa
m7i5qdEal9u4sfpHFZ9RGI_WHXINKH8FfVAWFLUOBMIIB6 TCCAY8CAQEWC
QYHKOo0ZIzJOEATB7MQswCQYDVQQGEWJVUzELMAKGALUECAWCQOEXC




zAJBgNVBACMAIBBMRAWDgYDVQQKDAdJOTkwsSW5]MQOwCwYDVQQL
DAREQU4AXMRMwWEQYDVQQDDApOTkwsSW5jIENBMRwwGgY JKoZIhveN
AQkBFglubmxAZ21haWwuY29tMB4XDTEOMDgyODIxMzUOMFoXDTE3MD
UyNDIxMzUOMFowgY YXxCzAJBgNVBAYTAIVTMQswCQYDVQQIDAIDQT
EWMBQGALUEBWWNUZ2FUIEZYyYW5jaXNjbzEQMA4GALIUECgWHTKSMLEI
uYZENMASGALUECWWEREFOMTETMBEGA1UEAWWKTKSMLEIuYyBDQT
EcMB0GCSqGSIb3DQEJARYNbm5sQGdtYWISLmMNvbTBZMBMGByYyqGSM49
AQEGCCqGSM49AWEHAOIABCGBt3CIjnDowzSiF68C2aErY XnDUsWXOYxq
IP
ImOOW(Q9FFdUYCabAgKjn1R99EK2d803sGKROivhavmdVH-
SNEwCQYHKo0ZIzJ0OEAQNJADBGAIEAzAQUjXNSS9AIANGIGZ6ydypLVTSsTnB
zqGJ4yplgy_qUCIQCFsuOEGcRV-
04GHPBph_VMrG3NpYh2GKPjsAim_cSNmQ",

"assertionScheme™: "UAFV1TLV"

}
If
"fcParams":
"eyJhcHBJRCI6IMhOdHBzOi8vdWFmMLXRIc3QtMS5ub2tub2t0ZXNOLmMNvbTo4
NDQzLINhbXBsZUFwcC91YWYvZmFjZXRzliwiY2hhbGxlbmdlljoiSDIpVzI5
QTIhQVhGX2xIbFFvaVIEaFVINTEOQWQ4VHF2MHpDbkNxSORwbylsImNoY
W5uZWxCaW5skaWsnljp7fSwiZmFjZXRJIRCI6ImMNvbS5ub2tub2suY Wskem9pZ
C5z2YW1wbGVhcHAIfQ",
"header™: {
"appID": "https://uaf-test-1.noknoktest.com:8443/SampleApp/uaf/facets”,
"op": "Reg",
"serverData":
"ljycjPZYiWMaQ1tKLrJROIXQHmMYGOtSSY GjP5mgjsDaM17RQgq0
dI3BNNDDTx9d-aSR_6hGgclrU2F2Yj-
12S67v5VmQHj4eWVseLulHdpk2v_hHtKSvv_DFgL4n
21iIUYB6XZWVbOnvg",

"upv": {
"major": 1,
"minor": 0
}
}
H

I

fcParams o1 AT s EER N T B m Al st

3.4.5 RegistrationResponse £ 4



LA S R R T 5B

WebIDL

dictionary RegistrationResponse {

required OperationHeader header;
required DOMString fcParams;
required AuthenticatorRegistrationAssertion[]  assertions;

};

3.4.5.1 RegistrationResponse £#56.3

header3$#4 4 required OperationHeader
Header.op W 2i4& "Reg"s

fcParams35 %4 A required DOMString
fcParams 7 B2l ] UTF8 4wft FinalChallengeParams (2
% FinalChallengeParams £514 ), 1445 57 5IML[RFC4627] )5 A H
base64url #4174t . fcParams 7Bt Hh A r 55 2% FH R 4IE Final Challenge
i 2 T 24

assertions: %44 required AuthenticatorRegistrationAssertion #4H

BRI AN UE 2% (0 i o7 503 o

3.4.6 F Ak FE )

3.4.6.1 FIDO M4 #51E M 1F KA AT

ZIRMS B SUVF MatchCriterialf 48504 (75 5% ). AT LLEEZIA
iE#s CfH MatchCriteriailn) &6 (Z4b) BIFIFR (—4b). EREEEGH T
A VEZ 2 20 [F] I 4 v i CLUC G Sl . (R FIR T RS H AR, FkHh
TR A AT .
FIDO Jik 55 #5% o 2G50 3%
1. AEERIE 2 0 SRS p

1L WEDMRIENESRES,

1. il MatchCriteria Xt R4 v, "E /S 75 Z A IR RS54
A, ZEA T E B #2449 MatchCriteria 5t % miR Al



L X RSB A A AR R B T RIS AR 4R &
a, fE—/> MatchCriteria ¥t % m, 4.
=  m.aaid A
5 m.keylDs. m.attachmentHint. m.authenticator\ersion.
m.exts (F—AEEA) 4G, HEAGEHAR
MatchCriteria B 455 o
o WERIEMHE moaaid, DAIE/DHR
£ m.authenticationAlgorithms#1 m.assertionSchemes.
2. WM mE v, Hlwv[j+1]=m.
2. ¥hnv # pallowed #, a0 p.allowed[i+1]=v.
2. RPTHLROAMIERS, A4 MatchCriteria %R m[].
1. XA P A SR AAID
1. A% MatchCriteria 5% m, 341 AAID FIAH N f¥) KeylDs
F| m.aaidF1 m.KeyIDs.
FIDO Jlk 55 2% W6 2500 N v M ) AAIDs 1 KeylDs
2| p.disallowed 7Bt RHE 7~ 2 P i AN L% B EM AR RS B
2. Q% MatchCriteria Xf & m, H i TRCAIESRHT AAID 781N
F| m.aaid,
— e EES PR (1] 0t o3l TOC (Table-of-Content A 2551136
) [UAFMetadataService]#2 f) ] Be AP 252, IXFERTINIERS
NZasn ] p.disallowed# .
3. WARGE, NHMARVFRIFM (BIINASTR RSN EE) g
MatchCriteria m.
4, BEMPETE m3| p.disallowed.,
2. XEASSZRFPIRA, BT A SIE R rheaderff) RegistrationRequest X
%,
1. FIDO fik 5588 NMHEGE rheader.serverDatali & AT 58 B VE LRI o
W H T r.header.serverDataff) 56 B4 1) FIDO AR 55 2% 0 1% M F RS 96 45
serverData N 1) 22 431 B 25500 (MAC), V1% serverData il



3.

WA BIAHIGH B, I E B rehallenge, 7% k55 4 Bt FiBsEH
G

Fr s HAh R FIDO 2044 (B& T FIDO iR45%%) #
8 r.header.serverData FEAEIEHME, Kk FIDO ARSS#% vl LA AT
fAT3E A BN 2 LR T v

2. FEAE—ANBENLIIPREL I BLZ rehallenges

3. BRI EIH T 4445 rusername.

4. 3BC p#E| r.policy.

5. N rBIE AN F A (RegistrationRequest) 4 B A4 o .
K% oF| FIDO UAF % /' bify

3.4.6.2 FIDO UAF Z /737 i R 4k ZEAE I

FIDO UAF 7% J by A ZU A 5120 3R«

1.
2.
3.

Ve FERCA Y 1. IRERRA N 0K B m.
FEBTIH 2 me
R UAR 5.8 1 6 3 B 77 8 B BO R AR, IR 48 1% 8
k.
%5 7€ K SRS TR B FAERS, IR Sk eSS 2 T . Btk
A& RegRequest.policy.disallowed[].keylDsHviZ /7 CLyEM HIAIE S
SRELE SR S 1 FacetiDo 4R AppI DERRECAZY, I FacetDAE
N ApplD.
M4 [FIDOAppIDANdFacets] #1512, 56 FacetID XTIt Appl D& ##74X
i

o WNFIERNF M Facetl DA B, JELZIRIE.
AN TLS Hom vl I SREGZ Z 8 .
B4 FinalChallengeParams&i# fep, I 1IE#f4
5E fcp.ApplID, fcp.challenge, fcp.facetIDAN fcp.channelBinding. 1#/ UTF8
Gafith fop, 445 7 HIL[RFCA627] J5 FE{3 FH base64url 21T 4wA5 .



o FinalChallenge = base64url(serialize(utf8encode(fcp)))
8. XEEANULAC UAF WhSURCA (Z75 fCA i #8200 I H A RIEEN #IA
R

1. ¥shn AppID, Username, FinalChallenge, AttestationTypeflfr Hiih
D 17 BB ASMRequest{lUAFASM] .
FIDO UAF %% /i i ZGRE ST iR 55 4 SR O HLAK e L S )28 A .
M SRR R A 2 ASM

2. Ki* ASMRequest 4 ASM.

3.4.6.3 FIDO A iF#52E v R4 BRI

Z:#[UAFAuthnrCommands], “J3: M4 &,

3.4.6.4 FIDO UAF Z 73 M i 4 e A 00

FIDO UAF % J' i b 25 18 57 1 3122 3R
1. fIJ# RegistrationResponseiH &
2. K RegistrationRequest.header 2| RegistrationResponse.header .
3. & & RegistrationResponse.fcParams % FinalChallenge (# ] UTF8 %
i FinalChallengeParoa, #4537 44 5 F3-87 FH base64url #E4T 4whl).
4. ¥k BEASUESS 1 BB I 2 RegistrationResponse.assertions.
5. 1] FIDO Ik 45%8 &% RegistrationResponsei & .

3.4.6.5 FIDO JR45 #52E H i 1 4 ZERE I

R
AR AbE AR UE 2 DAIE 28 32 FF"UAFVATLV " 5 5% .. Bl "UAFVITLV"
—HE CHSCHFIIMT S JT 5. 2B 5 77 RSN 2] UAF B,
AT AR LA AL R o
FIDO JR 55 s 06 2508 57 I T 1R 22 R«
1. fEHTIEE.
1. WREAZRFZM A (RegistrationResponse.header.upv), JIIFE 42 1%




2.

(=
AR UAF Y B i 315 BON 28 B 28 7 BU R RME AT, 3R 4

ZIRAF

WA B 7 RegistrationResponse.header.serverData, 15 Hil i T 4Ffa Ak
S A AR T, S RS A BRI B AR

Base64url it RegistrationResponse.fcParams H-464k A%t % (fep).

5 fop T B REAS 7 Boif R AT 2K

1.

a M W DN

itk fcp.applD5 FIDO k%5 2% AR A7 (1 — 5K

it fep.challenge FIH 2 H FIDO ik 2548 A Sk # R A it Hig A il B .
ffifr fcp.facetID 7E W] {5 FacetIDs %113 H1 [FIDOAppIDANndFacets] .
itk fcp.channelBinding £F& U (2% ChannelBinding 4544 ).
IR UL EAR A AR, AR 26 1% M

Xt RegistrationResponse.assertions N 5 a -

1.

fifttT a.assertion iy TLV ¥, e HAZIREEALL I W 5 77
% a.assertionSchemeAT T 4ufid, JFHALRE &A FTE MDA HF B GAIE
FETCHARE AR JF AR T IERRTEE.
= WRAREE BRER, MGRSEUE T — AT E
MBS 1 AAID.

TAG_UAFV1 KRDH ] AAID B&
£ a.assertion. TAG_UAFV1_REG_ASSERTION.TAG_UAFV1 KR
D.TAG_AAIDH,

IS UE a.assertionScheme #& 7% 5 Metadata(AAID).assertionSchemelLEE .
WERAILEE, WS — Wi 5.
B94E AAID 72 5 51EMHE 3K 1) A uE AH DL AC .

M4 SRmE (4 AND A IEDL) , FTREER IR
f# RegistrationResponse 7 [ E At T = Sk ¥ AAID 275 5% 5 0L
NG




= GSRAULECZAENE, WREE N —N WS
5. i AAID MAAIERS 7T EE [UAFAuthnrMetadata] 11 25 $R A GIE #3455 12 AU 4
Al
6. HIEH T ZIMELRET G A BIEXT RegistrationResponse.fcParamsiy
7o FEVIERS TCEIE T 1) AuthenticationAlgs ¥ BYESFRIE 75 5%, %G 7
L 5T UAF_ALG_SIGN R4 & (15— 2 AHE
= FCHash = hash(RegistrationResponse.fcParams).
7. % aassertion A HKAEN TAG UAFVL REG _ASSERTIONHIXT %,
A
1. N5 aassertion.TAG_UAFV1 REG_ASSERTION &
H TAG_UAFV1 KRDYENEH—TCE:
1. ik AAID 3RkHL Metadata(AAID). AttestationType ,
& a.assertion.TAG_UAFV1 REG_ASSERTION H&
A RegistrationRequest.policy® ] MatchCriteria.attestationTypes=-
B (nFz 7 BAFAE) P SR
« 4R a.assertion. TAG_UAFV1 REG_ASSERTION KRB &
AR SR, DI 1K AN T AR TR — A
2. T
% a.assertion. TAG_UAFV1 REG_ASSERTION.TAG_UAFV1 KR
D.FinalChallenge == FCHash.
= WURECBURIMG 4RSS — S
3. At AAID $REL Metadata(AAID).AuthenticatorVersion , #i{RE
INTEE
F a.assertion. TAG_UAFV1_REG_ASSERTION.TAG_UAFV1 KR
D.AuthenticatorVersion f4E .
»  f1R Metadata(AAID). AuthenticatorVersion 55 (1 fnik
RS AL, WU E X238 in. 2%
[UAFMetadataService] H[1]"StatusReport £5 44" Fl"Ju4k
& TOC Xof AL FRF " 2715



4. KEREE
5% a.assertion.TAG_UAFV1_REG_ASSERTION.TAG_UAFV1 KR
D.RegCounter, BIAIASR (H N 0) BEANZIEH & .
=
B a.assertion.TAG_UAFV1_REG_ASSERTION.TAG_UA
FV1_KRD.RegCounter E% 1wy, ZWr & vl A phid -4k
BEALFE TR —As
5. tn
B a.assertion.TAG_UAFV1_REG_ASSERTION.TAG_UAFV1 KR
D &% TAG_ATTESTATION BASIC FULLFRZ:
1. % AAID 7 e $dE [UAFAuthnrMetadata] H 5 B
ff) AttestationRootCertificatessk H &7 £/ — Pt &k
1. M aassertion.TAG_UAFV1 REG_ASSERTION.TAG_ AT
TESTATION BASIC FULLX S A5k EL
H TAG_ATTESTATION CERTHZERINE, ZHM4RE
HRFH (ZF[UAFAuthnrCommands]) F HARE A SGIE
FoE S5 R S UEUE TS
2. MVESS o8 th R BO B AAID
[K) AttestationRootCertificates ZEX (I A % H
3. U FI[RFC5280] - HIAIE B 42 A 501 SR B S - %
FISEUEAIE 5 (1 BEMIE 4
= WURBSUERMG M4SN W E
4. fERYUEIET CZRIRIEIN) £
% a.assertion.TAG_UAFV1_REG_ASSERTION.TAG_UA
FV1_KRD.TAG_ATTESTATION_BASIC_FULL.Signatur
€
= WIRESIERMG, WAREE TN —WE
2. iRt AAID ) Metadata(AAID).AttestationRootCertificates
N, MRS F—Wis .



3. MRS NIRRT .
6.
B a.assertion.TAG_UAFV1_REG_ASSERTION.TAG_UAFV1 KR
D &7 TAG_ATTESTATION BASIC_SURROGATEZ&#Y i %t
R
1. &A% AAID ESCSHE, ATUIRATH B E AAID & H 5K
i
2. WEITTHIET AAID ) AttestationRootCertificates 2k H & 45
),
-
F a.assertion.TAG_UAFV1_REG_ASSERTION.TAG
_UAFV1_KRD.TAG PUB_KEY 3¥#s
I a.assertion.TAG_UAFV1_REG_ASSERTION.TAG
_ATTESTATION_BASIC_SURROGATE.Signature.
o WIS, RTINS .
3. WIERITTHIE T AAID ] AttestationRootCertificatessé H A A
2, MGREET —WiE (AAID AR 5 4h—Fh A B 1 4HIE
T
4. FRiCHE AR
7.
B a.assertion.TAG_UAFV1_REG_ASSERTION.TAG_UAFV1 KR
DEH HI—A TAG ATTESTATIONFRZS, 14 M8E ] Ti% %40k
(R AL BRI SRR o H AT SCRS H E ST Bl S0 1 A B
R
2. W% a.assertion. TAG_UAFV1 REG ASSERTIONEH %
T TAG_UAFV1_KRDUAAMIXT GAE NS — Tz, WIEE 1% R
E R o
3. 2
HY a.assertion.TAG_UAFV1_REG_ASSERTION.TAG_UAFV1_KRD.P



ublicKey %
PublicKey, a.assertion.TAG_UAFV1_REG_ASSERTION.TAG_UAFV
1_KRD.KeyIDZ|
KeylID, a.assertion. TAG_UAFV1 REG_ASSERTION.TAG_UAFV1 K
RD.SignCounter |
SignCounter, a.assertion. TAG_UAFV1 REG ASSERTION.TAG_UAF
V1 _KRD.TAG_ASSERTION_INFO.authenticator\VersionZ
Authenticator\Version, a.assertion. TAG_UAFV1 REG ASSERTION.T
AG_UAFV1 KRD.TAG AAIDZ| AAID.
8. N aassertion NEH TAG_UAFV1 REG _ASSERTION RAIfK)5% 4,
B XA S (DY UAF v HE X
T TAG_UAFV1_REG_ASSERTION).,
6. MR R HINF a,
o f#fi# PublicKey. KeyID. SignCounter. AuthenticatorVersion. AAID
Fl a.tcDisplayPNGCharacteristics 25 F /- Sy Az . iR
FHIF 9 AAID F1 KeylID X i) 2% H CEAFAE N GS R I GROIEARLIZ K
A



3.5 KR

FIDOE Fiif A A et Pl

| | ] ]
! ! 1 T FURL ! =_! i
| | | SR LLLLL > 3 AEUARSEIER
| | | | i |
i i i i i 4. iﬁﬁ.%%ﬂiﬁ%
| | | | . '% . S EEUARER
| | |7 B AP Bl T e O EEIUAR ZAER BR
i i GAPoDATSHE i
| | ]
[ ! b #FAppID (URI) 1hEIHIFacetiDBlE |
| | & EBEFacetiDBE I
| | - | |
: 10. #maﬁw&mﬁ% | :
| ] ] I ]
12 WESE (BE |« LBEED : |
KHAcgessToken) | : | '
13 Mi%E | : |
EERE T | | :
14 REAA I | |
| I i
| I 1
;:|15 ﬁ?ﬁUautlhﬁvl'HLMEEE ' |
I I
| 1638 [ . i | i
:v—hlgnData 17. JE [EsignData : 13 SEEIUAF i
: | 5= Al |
! T (BSsen0a) T o muarE B
: ! | {1 &signData } 20, B EUAF
| | | % 910 B
i i i 21 fils.
! I i 22 RERRER
| | '
| ]
| |
| |
| |
| ]
| |

Kl 8 % BT
FEIXANEET, FIDO R4S 25 Z3R FIDO UAF %5 7 it I IR 45 0 48 52 A IIE 2% %5
GIFH P, 3R [ 4 1 e
N TAE SRR T, 2RSS AR 7 0 AT PSL v




S5

Fg—H¥ ASM + FIDO % /7 bjii Ay
A A UERS +0) T A% (mycorp.com)
whE, Hhbk
AR B A < AppID,
15 EAppID, FHltlsData(fil 10, BIEID, FEF); ¥
T4 TR IRn A0 B4l aks a
fcp - = {a, challenge, facetID, tlsData}
P h, ak; hash(fcp)

Htak; - B

MhhisE fc

TR,

cntr++3

£ A ESR fc,n,entr,  EH (fe,ncntr)

li5Rd {En 7 >

s fcp, n, cntr, s (
" TE#iRE &
Bk,
ERER K.,
#nd SR
I I:l 'l—:—‘p M2 ‘\
Kl 9 L almE £ dm i
BV TR
IS

FIDO %528 K i% ApplD (3% [FIDOAppIDANndFacets]) . AIF8S g

F1 ServerChallenge4s FIDO UAF % iifi o

FIDO UAF % J i it 8 H1 ServerChallenge At {f A= B

[¥J FinalChallengeParams 1/ A 1E, FF K15 AppIDFIE LG A

f) FinalChallengeParams#5 ik iE2S .

WAIESH A & R AP S e 75 [E A HARME Y SignedDataXt & (%
[UAFAuthnrCommands]¥ ] TAG_UAFV1 _SIGNED_DATA) , 3

F UAuth.privASAX HAE 4 . XMW 5 B85 8 FIDO RS #33E4T 7 a4

5o

3.5.1 Transaction Z5#J

& FIDO g5 asfe i 152 5 &«

WebIDL

dictionary Transaction {
required DOMString contentType;
required DOMString content;
required DisplayPNGCharacteristicsDescriptor  toDisplayPNHCjaracteristics;

};




3.5.1.1 Transaction &1k &

contentType2 %4 A required DOMString
FAEINIE ST EHE = 8] (2% [UAFAuthnrMetadata]) o 323 MIME A%

KA,

AP A R 3 HF text/plainil image/pngfH
content2 7 4 required DOMString
base64url(byte[1...]).

55 base6durl Zmid ) <E N Zs, A contentTypeR AL I R25 FH 7 o
R contentType &2 "text/plain”, W74 40 % 2 200 NP4
base64url %ififf) ASCII i 3CAR o

tcDisplayPNGCharacteristicsZ5 % 74 DisplayPNGCharacteristicsDescriptor
254 PNG 257 . %t-T- DisplayPNGCharacteristicsDescriptor 454 ] & X
%% [UAFAuthnrMetadata] . 15 contentType #& "image/png", % B L Ji
A1

3.5.2 R RTE B

UAF 55075 R E B LSS B RoR . BN & B R 2 TR A 5315 2K .
Al A AR B RCAS A R R N S50 . XTRROAS 1.0 3K
P, AuthenticationRequestZ5 4 7€ X T iZ%iE K .

[{
"header™: {

"upv™: {
"major": 1,
"minor": 0

h

"op": "Auth",

"appID™: "https://uaf-test-1.noknoktest.com:8443/SampleApp/uaf/facets”,
"serverData": "5s7n8-




7_LDAIRIKKYgbAtTTOezVKCjI2mPorYzbpxRrZ-_3wWro
MXsF_pLYjNVm_I7bpl Ax4bkEwKG6ibil9EHGfdfKOQ1q0tyEKNJFOgqd)V
mLioroxgThlj8ls
tpt7q"

b

"challenge™:
"HQ1VKTUQC1INJIDO0600OWdxewrb9i5WthjfKlehFxpeuU",

"policy™: {

"accepted™: [
[
{

"userVerification™: 512,

"keyProtection™: 1,

"tcDisplay™: 1,

"authenticationAlgorithms™: [
1

I

"assertionSchemes™: [
"UAFV1TLV"

"userVerification": 4,

"keyProtection™: 1,

"tcDisplay™: 1,

"authenticationAlgorithms™: [
1

]

assertionSchemes": [
"UAFVITLV"

"userVerification": 4,

"keyProtection™: 1,

"tcDisplay™: 1,

"authenticationAlgorithms™: [
2




"userVerification": 2,
"keyProtection™: 4,
"tcDisplay™: 1,
"authenticationAlgorithms'":

"userVerification™: 4,
"keyProtection™: 2,
"tcDisplay™: 1,
"authenticationAlgorithms"":

"userVerification": 2,
"keyProtection": 2,
"authenticationAlgorithms"":

"userVerification": 32,

"keyProtection™: 2,

"assertionSchemes™: [
"UAFVITLV"

]
b
{

"userVerification™: 2,
"authenticationAlgorithms'":
e
3




H

1
"assertionSchemes™: [
"UAFVITLV"

]
b
{

"userVerification": 2,

"authenticationAlgorithms™: [
e
3

If

"assertionSchemes™: [
"UAFV1TLV"

]
b
{

"userVerification": 4,
"keyProtection™: 1,
"authenticationAlgorithms™: [
e
3
I
"assertionSchemes™: [
"UAFV1TLV"

}
]
I
"disallowed": [
{
"userVerification": 512,
"keyProtection™: 16,
"assertionSchemes™: [
"UAFV1TLV"

]
b
{

"userVerification": 256,
"keyProtection": 16

ks
]




3.5.3 AuthenticationRequest %%

B8 H UAF £ 5035 KIH &

WebIDL

dictionary AuthenticationRequest {
required OperationHeader  header;
required ServerChallenge  challenge;
Transaction[] transaction;
required Policy policy;

+

3.5.3.1 AuthenticationRecquest ZZ #1567

header257°4 required OperationHeader
Header.op#42ii & "Auth",
challenge24%! A required ServerChallenge
Hi 55 s S B PR AR
transactionz& %/ Transaction%i i
F P BRI AE S Bl
IR EAANFENBERUMETE KANIHFEZE NS 5%
[UAFAuthnrMetadata] 38 B 5 %2 56 T-42 2 i\ B RHE I AE 2.
policyZ574°K required Policy
IR 25 AR AL e SCMRLE AR 45 287 ] DAEAT %551 45 /E 1Y) SRS

3.5.4 AuthenticatorSignAssertion 4514

TN E VIR = A5 R S 2

WebIDL

dictionary AuthenticatorSignAssertion {
required DOMString assertionScheme;
required DOMString  assertion;
Extension[] exts;

};




3.5.4.1 AuthenticatorSignAssertion Z#H%.a

assertionSchemeZ& 44 4 required DOMString
FT-4ifY assertion ) 5 7 R 4. =% UAF (RIS 77 & o

WS 7 RIFARZE AN RN — 7Y, PN AR S8 5 7 %

assertionZ5 44 required DOMString
base64url(byte[1..4096]) &4 H UAuth.priv AR KIS, Hla
TAG_UAFV1 AUTH_ASSERTION.

extsJ$ 7N Extension %4l
WIESHERR T RS

3.5.5 AuthenticationResponse 4 )

AREF PRI N, LR SRS A IE AR 125 44 W 5 46 .

WebIDL

dictionary AuthenticationResponse {

required OperationHeader herder;

required DOMString fcParams;

required AuthenticatorSignAssertion[]  assertion;
+s

3.5.5.1 AuthenticationResponse £ #4643

header2&7 4 required OperationHeader
Header.op 42 /& “Auth”.
fcParamsZ$ %4 4y required DOMString
fcParams “FB 2 UTF8 4wfl FinalChallengeParams (2
% FinalChallengeParams 2514 ), #45 R 7 51K [RFC4627] J5 Ff FH
base64url #4174t . fcParams Bt & A Ik 5 w5 K3 1E Final Challenge 5%



EITHZH
assertions2& %44 required AuthenticatorSignAssertion %141

SiZBAEH R AAIE S RN 812K

3.5.6 % il Ny B

UAF % 510613 58 DL S5 FI AL o A M B R i M SRR A 10 S
LR DA OB AN . X T RA 1073k

¥i, AuthenticationResponse 4t 4 & X 1 1% M v

[{

"assertions™; [
{

"assertion™: "Aj7TWAAQ-
JOALLgkAQUIJDRCNBQKNEDiI4FAAABAQEADy4gAHWYJAEX8t1b2wO
xbaKOC5ZL7ACqgbLo_TtiQfK3DzDsHCi4gAFwCUz-
dOuafXKXJLbkUrlzjAU60DbP8B9ILQRMC58fEC4AAAAKUIABkwI-
f3ble_Uin6IKIFvgLgAOrpk6 _nrOoVAK9NII82A0uBAACAAAABISAADwW
DOcBVPsIX2bRNy4SvFhAWhEA0BSGUitgMUNChgUSMxss3K3ukekglpa
G7FvlvbmBmDCZVPt2NCTnjUxrjTp4",

"assertionScheme": "UAFV1TLV"

}

I

"fcParams":
"eyJhcHBJRCI6ImhOdHBzOi8vdWFmMLXRIc3QtMS5ub2tub2t0ZXNOLMN
vbTo4NDQzL1INhbXBsZUFwcCI1YWYvZmFjZXRzliwiY2hhbGxlbmdlljoi
SFExXVmtUVVFDMUSKRE9VNKIPV2R4ZXdyY jlpNVd0aGpmSOllaEZ4cG
V1VSIsImNoYW5uzZWxCaW5skaWsnljp7fSwiZmFjZXRJIRCI6 ImNvbS5ub?2
tub2suYW5kecm9pZC5zYW1wbGVhcHAITQ",

"header": {

"appID": "https://uaf-test-1.noknoktest.com:8443/SampleApp/uaf/facets”,

"op": "Auth",

"serverData": "5s7n8-
7_LDAtRIKKYgbAtTTOezVKCjl2mPorY zbpxRrZ-
_3wWroMXsF_pLYjNVm_I7bplAx4bkEwK6ibil9EHGfdfKOQ1q0tyEKNJF
OgqdjVmLioroxgThlj8Istpt7q",

"upv": {

"major": 1,
"minor": 0

¥
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2. WMRGE, AHEARFRFME GIINASTHRRENEE) gl
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3. WATA m D 3 p.disallowed,
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1. FIDO AR 4528 N5 FH%F r.header.serverData I AE AT & (1 52 B AR RS . K
T rheader.serverDataff] 5E 4 £ K] FIDO IR 55 %5 M 1% FR B AL e 45
serverData [N 1) 22 431 2 2500 (MAC), tAVi%K serverData Jil
EAEFIMHE R, BIINEHAE rchallenge, S RS 453 M2 4]
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P FE /) FIDO 411 (B T FIDO JIRg5as) #B<
1t r.header.serverDataB VEARZEMME . Ktk FIDO Al 5528 AT LA SEEATE AT
B 0B R T

2. PEAE—ANBENLHRERAE FE A EC 4 rehallenges

3. WERXEZ SN, WNEDNZS 5K AAID FIIAIE RS o &3k

TransactionConfirmationDisplayContentTypes/

TransactionConfirmationDisplayPNGCharacteristics, = BAH N 138 5
BHNER, IR EIRIEA S riransaction .
RN AR P GRS S T (B
#1) AuthenticatorRegistrationAssertion.tcDisplayPNGCharac



teristics, ‘BRI Z LA T VRS CBIE PR 2 (5
&) 8.
4. H4 rpolicyi& B A H AN FHT KBS R p, Fl4n rpolicy = p.
5. 4 % K B Im B ¥ .
3. CREEIERKIE B B £ 5| FIDO UAF %7 i o

3.5.7.2 FIDO UAF Z /737 L5115 R 4k ZEAE I

FIDO UAF % = 3iij b 58 T 51 A2 4R
1 EPEEEAN 1, WERRAN O FIHE m.
2. fHTHE m.
o IR UAF JH B b (0 37 BOY S B Fe - BUR R AME AT, 4R
Yz .
3. FRWUH R R FacetiD. a5 ApplD StRsAZS, K ApplDEE
N FacetID .
R4 [FIDOAppIDANdFacets] H1 1 5%, B4 FacetID X1t AppID 2 #4%
R o
o HNSRIERN M FacetDBAT WAL, THA %R
4. RS E RGOS IEA BOMIER, TR BRI SIR LI H .
o HH AuthenticationRequest.policy.accepted 3l %%, TS FH - HER
AR CVEM IR T 25001
5. AR E AR
6. UnSR TLS Hedfs vl F R IBGZEL -
7. % FinalChallengeParams 4544 fcp , Ff1E#f1k
5E fcp.ApplD, fep.challenge, fcp.facetlDAN fcp.channelBinding . 3 F UTF8
gwhidh fop, K45 R P HIL[RFCA627] )5 PR base64url #E4T 4l o
o FinalChallenge = base64url(serialize(utf8encode(fcp)))
8. FHEEASZFE5IH ERCA AuthenticationRequest.header.upy (Z3% WA )
A BIAIEGHE DRA CAIV) BAIES: LS P A2 T 280 DGR
r



1. ¥ ApplD, FinalChallege, Transactions (HISRAELE) FIFTH H B FBIR
fn%] ASMRequest.
2. ¥ ASMRequest & i%%| ASM.

3.5.7.3 FIDO A iF#5-L5vE R4 ZERE I
% [UAFAuthnrCommands]“25 44 fir & & ¥ .
3.5.7.4 FIDO UAF ZF 737 L 5 pr 4 s )

FIDO UAF % /" i ZIGEAE 5122 4R«
1. f1J# AuthenticationResponseiH &..
2. #% AuthenticationRequest.header & #!| 2] AuthenticationResponse.header .
3. HE&ERFERIES AuthenticationResponse.FinalChallengeParams, 4R /J&
K TR AL
4. Bk BB UERS B BB N3] AuthenticationResponse.assertions.
5. [a] FIDO AR5 2% &% AuthenticationResponseiH &

3.5.7.5 FIDO AR5 #5551 s b ZERE I

DLF b 30 0B 5 GIE 22 37 BFE"UAFVITLV "W = €. HET "UAFVLITLV"
FEME—HE A SCRFIWT S T 5. SE RIS 5 ZIN2] UAF Pl R i,
ARFW Y AR N A AL FE A

FIDO Jik 55 #5% o 258G 512D 3R
1. TS
1. WRARTFIZIURA (AuthenticationResponse.header.upv), NFAZ1%
BAE.
2. WS UAF 8 B b IE T B S B S B R BB AT, 4R 44
SR



wmRAFEH T AuthenticationResponse.header.serverData, AR¥H BT T & A
RSEREH A B A . W25 s S s g A &5,

Base64url f#hd AuthenticationResponse.fcParams 34445 A% 5 (fep).

FR5: fop o YRS 7 BUl IR A 2K

1
2
3.
4
5

R AppID5 FIDO k5% a7 1) — 30

ffif& FacetlDYER[{F FacetID %1%+ [FIDOAppIDAndFacets] .

#ifR ChannelBindingfF & Wil (3% ChannelBinding 54 & ¥1).,
KB P2 A2 1 ServerChallenges& i1 FIDO R S% 84 B fF) o
AR DL AR AR, TR 2 12

Xt4E4™ AuthenticationResponse.assertionsH HIHT & a:

1.

fiittir a.assertiont i TLV Hidfs, Boe HAZBEEARI T 5 07
% a.assertionSchemedE4T T 4w, JFHART S A TA K LIHETE GAIE
AR TCEARE TR JF HAEAE T IERRIE .
= WRARE BRER, #EN-NHE.
M S R AAID.,

TAG_UAFV1 SIGNED_DATAH i AAID A1 &
£ a.assertion.TAG_UAFV1 AUTH_ASSERTION.TAG_UAFV1_SIGN
ED_DATA.TAG_AAIDH .

1256 a.assertionScheme & 75 5 Metadata(AAID).assertionSchemeIL A,
= WRANULED, WIZRZET — M E .
iR AAID 5 555175 K 1K SR BE AHULIC .
= WRAULECZAENE, WREE N — WS
IR a.assertion &5 2% TAG_UAFV1_AUTH_ASSERTIONHIXT
%, W4
1. 8 a.assertion.TAG_UAFV1_AUTH_ASSERTIONE
H TAG _UAFV1 SIGNED DATAYENSHE—TCE.
1. ik AAID $HL Metadata(AAID).Authenticator\Version, FfifRE
N A



T a.assertion. TAG_UAFV1 AUTH_ASSERTION.TAG_UAFV1_
SIGNED_DATA.TAG_ASSERTION_INFO.AuthenticatorVersionH]
B
« IR Metadata(AAID). AuthenticatorVersion 58 K (4 ik
UEgS DD, @ iUise Sn X . 2%
[UAFMetadataService] 71 f]“StatusReport £ #4” F1* o4 4
TOC X RACFRFIN” =75,
e
HY a.assertion.TAG_UAFV1 AUTH_ASSERTION.TAG_UAFV1_
SIGNED_DATA.TAG_KEYIDfEN KeylD.
EAL G R st (AAID, KeylD) AHIEH) UAuth.pub A4,
= WERAFAERFERIC S, WK TN — S
XU AAID S A7 A2 ] P sk i AAID.
= WUREERCRIMG RSN — WS
MANIE 25 T2 A HRVIE 285 € %) 502
( AuthenticationAlgsF £
RS
28 a.assertion. TAG_UAFV1_AUTH_ASSERTION.TAG_UAFV1_
SIGNED_DATA.SignCounter, B{RIZTT 08 E A A HAINUESS 2
(A AT P il s R E AR E 00, EAREEE) (517
fili 2 F P e P BME A EED
= WERKRT OEAEELE, WS~ — S (X1
W (IR % B A T 0 S FEIE RS )
F & T2 IR 28 S R s A SRk
Xt AuthenticationResponse.FinalChallengeParamsts %5 . 7EINIESS
JUELHE ) AuthenticationAlgs 7 B BT RIS A FLvE, %G Bk
5 UAF_ALG_SIGN A £ % &1 258 — 25 AH K
= FCHash =

hash(AuthenticationResponse.FinalChallengeParams).



10.

1

{# a.assertion.TAG_UAFV1_AUTH_ASSERTION.TAG_UAFV1_
SIGNED_DATA.TAG_FINAL_CHALLENGE == FCHash.

= WERECEURMG MIZRZE T — NS .

an

B g.assertion. TAG_UAFV1_AUTH_ASSERTION.TAG_UAFV1_
SIGNED_DATA.TAG_ASSERTION_INFO.authenticationMode ==
2:

AuthenticationResponse & [ 32 5 #8 Z Wb Z1- 5 4H

2% AuthenticationRequest 45 2 FI3E 5 W & AHULEL . FIDO A
PR & AT AT 22 1) FIDO R5-4% APL, 38 5) P 25 B 4 A 8 75 1)
RS HIEEAE, Bl FIDO AR 45 2% 857 Web 2 .

1. BRI T AT T — A 5.
- WIREH, WS —METE
2. KMAHEAFNZHNERS (IR —5H 2547
PNG E1%), It B EH FZ M ESR S AHEE (5HF
1H# FinalChallenge HIM& 7 HEAHIRD TR MG A H
«  XFF8A cachedTransaction,
# hash(cachedTransaction) %0
| cachedTransactionHashList.
3. #ifR a.TransactionHash7E cachedTransactionHashListH .
= WUERAFEZIZRT, WS — S
8 FH UAUth.pub 22 BHHIIE 24 1) 4 ) B2k 56
IE a.assertion.TAG_UAFV1 _AUTH_ASSERTION.TAG_SIGNAT

URE:
1. RS LZIGIERIM, W4kEE T —N WS .
2. f#

F a.assertion. TAG_UAFV1 _AUTH_ASSERTION.TAG_UAF




V1 _SIGNED_DATA.SignCounter 58 ¥ Frid 3¢
#J SignCounter-.
2. fn% aassertion. TAG_UAFV1 AUTH_ASSERTIONE A &
T TAG_UAFV1 _SIGNED _DATAVIAMOXT GAE NS —JoEk, MIETE
P RICRE E R
6. R aassertion ™MILE —A> TAG_UAFV1 AUTH_ASSERTIONZSAY f %
%, WBEXAEE (RN UAF vl A - e X
T TAG_UAFV1_REG_ASSERTION).,
7. Kb E atioh T O 5 R ER ) o
6. ALFRFTA B C 58 BRI S KT a.

3.6 IEANERIE

ZARAE AL FIDO R S5 %5 E5R FIDO YR &M R 5 %Ky 5 A 7 A 5 3 1 o

SHERE—F, B ERBUT 2 ERIK S FIDO AR 5545 iz th 2 fil kit
2 (8

3.6.1 VAN TH R IE B

FIDO UAF {851 RK I B LSS BRI . B E — MRE RS
THIER . B A E WA F AN S50 o % T RieAR“1.0"k
Ui, , DeregistrationRequest4s 4 & X T iZ%iE K

[{
"header": {

"op": "Dereg",
"upv": {
"major": 1,
"minor": 0
b
"appID": "https://uaf-test-1.noknoktest.com:8443/SampleApp/uaf/facets"




2
"authenticators": [
{
"aaid": "ABCD#ABCD",
"keyID": "ZMCPn92yHv1Ip-
iCiBb6i4ADG6Z0V569KFQCVY SJfNg"

}
]
3]
B T RLXT B o

3.6.2 DeregisterAuthenticator £ )

WebIDL

dictionary DeregisterAuthenticator {
required AAID  aaid;
required KeylD  keylD;

}s

3.6.2.1 DeregisterAuthenticator 24/ &

aaid2& YK required AAID
FHEMIMIERRH) AAID.

keylDZE7Y/ required KeylD
5 UAuth.privl &1 ME— 1) KeylD. fiE KeylD {XTE [ — AAID i [l P &
ME—1) .

3.6.3 DeregistrationRequest 45 )

WebIDL

dictionary DeregistrationRequest {
required OperationHeader header;
required DeregisterAuthenticator[]  authenticators;

s

3.6.3.1 DeregistrationRequest ZZ/415¢ 7



header2$7%4 4 required OperationHeader
Header.ophZiis& “Dereg”s

authenticators2% %44 required DeregisterAuthenticator £2H
REVEA N IESR B3R

3.6.4 VEAY AL EE R
3.6.4.1 FIDO fR# #5185 15 R A AT

FIDO k5540 2518 51 LR 2D 4R
1. B m.headerupy FERRAN 1, RERAN OFIERIEREE m.
2. WTEANFHEHINES:
1. NEEADFHEE NS08 DeregisterAuthenticator %% 0.
2. WHEIEHM o.aaidfl o.keylD,
3. % offfinF] m.authenticators.
4. {E FIDO JR %5 45 M ;- B e R Ml R AH DG IR 2% H
3. [ FIDO UAF % J= i K% TH B o

3.6.4.2 FIDO UAF Z /752 6 13 R4 BER I

FIDO UAF % /" i i ZIGEAR LA R 2 4R -
1. EREEBERAN L, WERANOMHEE.
2. fENTIHE.
o S DeregistrationRequestyi B H (1) I 7 BOAY 2 BUEAN T B 2R 4
MUEATE, MR Z5AE
3. XTS5 BERA DeregistrationRequest.header.upy —EHIAIESS, 3 H.
ZIMEREE— AAID H53R4EH AAID Z —H[F -
1. NSRS A& ) ASMRequest R IEZ NI 5%

3.6.4.3 FIDO 2 iF#50E 5 e R4 BRI



%% [UAFASM]“ RS 1E R

4. FERED

T AT

4.1 LRI ER

AR R LR P B BB TR
4.1.1 IAIE#S To R

1€ FIDO ks s e 0] BT SCRF IO IAIE &8 51 R R IR el . IR IS
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R
4.1.2 DUEBEXAIF
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fF, T E IR RS 091234456 78" (1A IE 35 .
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FIDO A IE S8 I 1% 3 KF B A 1 4. BEER RIOHER, B i
ML AT BE 2 I BB

55 EA

B SHEUE IR AL R AP 1 FIDO YUERE (HEXIEIAESS) DAIME %
WEAIIIE S —FA8 ) UAuth.priv 25875k IE 04 i KeyRegistrationData X %
AT R0 AR AR 2% 70 304 H IR 5 B

4.1.2.1 B %iF

VS [EA

FEAH S UE 7 P AP SR

SEEEFEAN KR
BT SUERHE RS I (B FRS) .

B AZERAAE
AEETE EEE RN SR . X EIEN R HELN, FlunfiH
UAuth.priv FA HZE 44, 1l 4l & 78 S5 UE X 54 1 UAuth.pub A FH BT Xt B2
W, Bk, AR ALIAIE R 2 e . HR IR IE SR B A Sk
A, XRREBIRME IR TT %

4.1.2.1.1 SeBEERI ST

N T EAE[FIDOSecRef]| 1 M E, FIDO AR 45 2% 04 AT LAV 1A] —AME AE4# LA
ARSI BUE A (B SIRIE B EA0E) o R, FEVENHEFE eSS
DR B SEIF 2 . SRIETHEtH FIDO RS2 AME = (fE e s
F—#5y) . MIE[UAFMetadataService], A 42 ftiZt it 4.

I‘Eﬁﬁ
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WA EMINE LS SEARE .

FESE AR SRR T, O TRMAREERNE (% R ORIHER ), K&
PRI DAIE st 20 20 2 A [R] PR SR T AN S UERAEH o DAIE 28 S REAE A A 77 Gl 51
AAID Z A F B UEE 5 PR T AN AR o KR A AIE A L A R 1 4
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i

— A IEE A 3 R AN ACRE (25 € IIERS SR 5, 7R 2 AT A 2R IR 2
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HATH] ik k45

g Ha) ik kS

6 YAFUE S, commonNameH [HJAAID

Kl 10 ZSAEE-Ph5E

4.1.2.1.2 BRERNEAE
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FEREEEUETT A, UAuth.priv AABH 0 T M B R840 . AT
AEINEAS TR IR 7= 1

B X SR B IR A R B ORI FIDO WIESS (JESSUEIAUESS) 20 f8 A ikt

AT

4.1.3 iRALHE

LiE S H AP A B EE UAF VW ERS, FIDO IR 55 a6 Z0K 18 21 1 B
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A PANRE T B0 5 T 75 /N AT A
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% m M4 (SignedData)
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KeyRegistrationData A1 SignedData 75 Z& 145 & R AW &5 7 %
UAF P R VRN TIN5 77 % 7% UAF KRS 7% .
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