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dictionary UAFMessage{
required DOMString  uafProtocolMessage;
Object additionalData;
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dictionary Version {
readonly attribute unsigned short  major;
readonly attribute unsigned short  minor;
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interface Authenticator {

readonly attribute DOMString title;

readonly attribute AAID aaid;

readonly attribute DOMString description;

readonly attribute Version(] supportedUAFVersions;

readonly attribute DOMString assertionScheme;

readonly attribute unsigned short authenticationAlgorithm;

readonly attribute unsigned short[] attestationTypes;

readonly attribute unsigned long user\erification;

readonly attribute unsigned short keyProtection;

readonly attribute unsigned short matcherProtection;

readonly attribute unsigned long attachmentHint;

readonly attribute boolean isSecondFactorOnly;

readonly attribute unsigned short tcDisplay;

readonly attribute DOMString tcDisplayContentType;

readonly attribute DisplayPNGCharacteristicsDescriptor[] tcDisplayPNGCharacteristics;

readonly attribute DOMString icon;

readonly attribute DOMString[] supportedExtension|IDs;
}s
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WebIDL

dictionary DiscoveryData {

required Version[] supportedUAFVersions;
required DOMString clientVendor;
required \Version client\ersion;

required Authenticator[] availableAuthenticators;
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supportedUAFVersions2$7 >k required Version
% i SRR FIDO UAF T SRRAS I B1 3R . e 58 BE v R AE AT
clientVendor2&74 4 required DOMString
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4.5 ErrorCode 0

WebIDL

interface ErrorCode{
const short No ERROR = 0xO0;
const short  WAIT USER ACTION = 0x1;
const short INSECURE TRANSPORT = 0x2;
const short USER CANCELLED = 0x3;
const short UNSUPPORTED VERSION = 0x4;
const short NO SUITABLE AUTHENTICATOR = 0x5;
const short PROTOCOL ERROR = 0x6;
const short UNTRUSTED FACET ID = 0x7;
const short  UNKNOWN = OxFF;

};

451 HE

NO_ERRORZEH A short
TR A IBRERIIE LT 5ERERIE . HUENZIRIDET, MR T M AZA T4
#5455 UAFResponseCallback# &t .
WAIT _USER_ACTIONZ%! K short
ERFAT R B E . BN, 7E FIDO 27 i FH 7 FLHE B — MAIERS, T
F RS, B A — AN A E 28 56 BUE TR BR
INSECURE_TRANSPORTZ$%4 4y short
window.location.protocol A & “https” 5 DOM & AN % A IR A N2
USER_CANCELLEDZ2:%! short
FH P 46 48 09 58 G I g AT IR AR AR 6 L (A8 HL
UNSUPPORTED_VERSIONZE%! 3y short
FIDO UAF % J i AN 37 #F UAFMessage HF I E B R A o
NO_SUITABLE_AUTHENTICATORZ:%! A short
BA 5 UAFMessage FIF S SR BE AR UL AC 19 7] FUAIE SR SR AR ERE K, 803 H
JAE A8 A3 A UE 2 -
PROTOCOL_ERRORZ%I A short




HIL UAF PhBGE IR . 22 B Al fg B ELHERT s 598 B AH S BRI T 66 5 1
H DOM RS2 [CSRIEACHL, B3 Wi S5 T fE 2 % AN TEAf 1R B B 24
¥,

UNTRUSTED FACET ID2£%! A short
&P iR AL FR A, TR B R SR 0 AR IR A AT S SR B
SE B R AR IR AT T3 51 3R L

UNKNOWNZEAY A short
B LR 258 (1 G B R R 1) R A 0 o

5. DOM API
AR TEEHT o

ARTTHEIR T WX T U5 2 B Y A A, MIATAE Document[DOM]H 25 F ity )
UL 2T AP

5.1 REAEAI

FIDO UAF DOM APIs #AE T — N8 fidoxd %, XA~ fidoXf S —
A~ window.navigatorgm i (1) JE 14 ;& AAAE R 1 T 58 FH T REAEAS I

%1 1: UAF APIs [ 4E4E A4 ]

<script>
if(!'window.navigator.fido.uaf) { var useUAF = true; }
</script>

5.2 uaf EEO

window.navigator.fido.uaf 43 &1 FIDO UAF % P 4728 B AT k. Tl
BRI P 1.




WebIDL

interface uaf{
void discover (DiscoveryCallback
completionCallback, ErrorCallback errorCallBack);
void checkPolicy (UAFMessage message, ErrorCallback cb);
void processUAFOperation (UAFMessage
message, UAFResponseCallback
completionCallback, ErrorCallback errorCallback);

void notifyUAFResult (int responseCode, UAFMessage uafResponse);

5.2.1 Fik

discover

RI 2 P iR IR 2 15 SR UAR, IS IEdsBE /) o vk, BT RE
RN

¥ ey A Wik #R
completionCall ~ DiscoveryCallback X X ZFEEEIR FIDO
back UAF %

¥ DiscoveryData

o

errorCallback ErrorCallback b'e X —AElER
FH R 1% N
HEFEEAT

B [E]ZEZH: void

checkPolicy
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51FH ErrorCallback ) - EH#AEARRE, ZEELIUS LA R, HHIA
NIH B AT PAACEE I A 5 N B A SRS UL ) o] FHAGEZS i), IR
Bl NO_ERROR, 53R [A] HAhIE 24 1) ErrorCodefH.

R NARAASIRRE T, EARESEBER LT e s, BifE
FIDO UAF & J' i 75 HEFE AN SEEL A

S RE AAZ Ak #A
message  UAFMessage X X AL TR BRI ) S A
YE ] UAFMessages

ch ErrorCallback X X BUREREIRZS B B bR

B [E]ZEZH; void

processUAFOperation

1 FIDO UAF % i, A% 4% il AL LS AR 0 EE IR H 7 S8 egiA, I
Ho1a) [ 38 o8 Hokx [ S, T B 25 S UAFMessage 5o 1 SCHRF B SURRCAS o

¥ RE A% Wik #R
message UAFMessage X X  FIDO % F' i A H

#] UAFMessage.

completionCa  UAFResponse X X KL FIDO UAF
llback Callback & P v P e
¥ UAFMessage ] [5]
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errorCallback  ErrorCallback X X HPk#lCkH FIDO
UAF 2 i (R A R AT
HEFE A [ o

B [E]ZEZH; void

notifyUAFResult
FoR BoR it FEAR 5 23 2 FIDO UAF V8 B G B0 45 BURSIS . 3 R P 4%
Wk RSS2 10 UAF RIS, AU Z 10 . X175 FIDO UAF &
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responseCode int X X  ServerResponseH
) uafResult 7B
uafResponse  UAFMessage X X  FiXZ responseCodeid H

[¥] UAFMessage-

R [E]ZEZH: void

5.3 UAFResponseCallback




FIDO UAF 75 Fr i e — ™ e AR E B 58 R, i UAFResponseCallback [F] 2%
7 v I FH A 3 B P A0 B2 S, SR S 2 i N FH A e P L3 87 3 S 45 R

s

WebIDL

callback UAFResponseCallback = void (UAFMessage uafResponse);

5.3.1 UAFResponseCallback [E[1HZ ¥t

uafResponseZ& S5 UAFMessage

R FIDO UAF 7 i Xof Il 55 445 1 S T S0 FR) i S8 S G A 2503
5.4 DiscoveryCallback

FIDO UAF 75 F i /£ — 4™ 7 2 I R ISR R B D) s RS, DiscoveryCallback )
& ;s N FE IR [9] DiscoveryData

WebIDL

callback DiscoveryCallback = void (DiscoveryData data);

5.4.1 DiscoveryCallback Bl S%

datazs %44 DiscoveryData

FH R 1) b A2 4R FIDO UAF 25 7 S 04 A1 R] FHDIE 28 1 24 BIDIR 2
5.5 ErrorCallback

FIDO UAF 7% ) 5iifdi Fl ErrorCallback i [o] 5 5 A i3 B Fn 4 =15 .

WebIDL

callback ErrorCallback = void (ErrorCode code);




5.5.1 ErrorCallback [Bl1§Z2%

dataz¥ %4 ErrorCode
K ErrorCode 4% H HE HI R R RAIEH 25
S F- LR {E R, ErrorCallback w] REAE 2 1, B4R [H]
WAIT _USER_ACTION RS [y 510, .
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2 UAF APIs 415 b fiti % ErrorCallbacki%[5] INSECURE. TRANSPORT %
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5.7.2 [FYEER. HTTP EEMMBENA

LAEH HTTP A R 8k UAF Ih Gl B, JE8 B — f&, document B R
SRR S UAF B30 B TR EEOR S — 8. M NRLCRANILES, ATRE2 S 2
PSR, B 32 2R B Bl . (At
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URLs F{§H <script sre="url">, B{#&7E k%S48 L% B Access-Control-Allow-
Originzk.

44¢i i} XMLHttpRequest [XHR]{& 4 FIDO UAF W 2K, %7 5 AN 1% ER i & &
Al Bk 2] 55 5K document AS[A)JE A URLS.

24 HTTP M S 5 Fig N2 A5 g b1 oA 50721 ECMAScript, FIDO UAF ¥ BN
A HTTP M 3 & 55 ik . BLIXORR 5 2% 22 10 B R ] e 2 5 AN v Y5 ) % = B A
TR f# A <script sre="url">BEAT ESRFE N ) 7 AT R LR ALIAE B,

R T 87 FH R > AN N %38 3 i 4 postMlessage() [webmessaging] 3 i 5 Y5 4 5
FIDO UAF 4 K.,
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P4 T2 FHAR 7 X5 UAF A YIRS AR Rl A5 1 5 1 0 S s S (R i ik 55 - X
UON AR IR APL AN 04 FIDO #AE SR — i sU & AR — Oy — SN R
PRIRTT, T A HOEJRAELN 1, WS ERRE =0 FIDO UAF % ) i

HiXEE
AN IR AR IR, 0 b A 2k T 5 FIDO UAF 2 7 il (5
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6. ZE Intent API
K TTEMETERT -

AFHEER T 22 F[ANDROID] & F i N FE 7 W] sE A2 78 £ x4 b2 BT &
FIDO UAF ¥iJa ¥ FIDO % /i, 52 id@(s.

S5MIINHRERE—F, ZE 6 LA 2R AT IEBAER . EARHRK API
N FHRE PPz I 22 5 Intents XA RA R & 100730, HHIT & EAL= 0 FIDO
UAF % i AT 3815 -

6.1 BFXf% AR HIE X

6.1.1 org.fidoalliance.uaf.permissions.FIDO_CLIENT

IBATE % 5 5 AR LLATF- & £ FIDO UAF %5 - i 0 2 75

R org.fidoalliance.uaf.permissions.FIDO_CLIENT¥FH], [ 804251 75 B AH < )
“use-permission”. 2% T 3 H %2 51N A 1) manifest S H <permission/>Al <uses-
permission/>Jt & [Android AppManifest] # X ¥ A Fifi i i 7~ 5]

IGATAE 2 5 BUE H A _E 1) FIDO UAF 2% i ANf3 S B R R],  IF H AN

75 B AH 2% Y “use-permission”.




<permission
android:name="org.fidoalliance.uaf.permissions.FIDO_CLIENT"
android:label="Act as a FIDO Client."
android:description="This application acts as a FIDO Client. It may
access authentication devices available on the system, create and
delete FIDO registrations on behalf of other applications."
android:protectionLevel="dangerous"
/>
<uses-permission

android:name="org.fidoalliance.uaf.permissions.FIDO CLIENT"/>

R

o T FIDO % P& AT % A AR IR S, (i, K5
ApplD/FacetID [ RIFAERF ¥R , KL Nz EERE
AT B9 FIDO % 7 vty . 2SR B AR A S FIDO 2 7 i E4T 75 B
I BAS A XA VAT R A IR E O R

o BAAEAT FIDO 27 i B Y 5 L4 T+ FIDO_CLIENT ¥R AT H“fR 477
ik FIDO % /i 75 B FIDO_CLIENT ¥ Al fOEE e, A RN
ZHES VE I P e 222 B> FIDO 277 i o

o ZZELS U T Y AN R R R A R VR R AR 0 A AL B D vk
[Android5Changes]; ‘&= BH 1k 5 75 B T A8 [FF 0T P B FH ) 2225

o LIRS prid —INHTEA FIDO FF 5 R4 Ty T 1 A

=

KE o

6.1.2 org.fidoalliance.uaf.permissions. ACT_AS_WEB_BROWSER

R N AR UURE EA1E A &4, KK FIDO UAF % it k%5 . 8%
FEVH FIDO UAF & iy, 22 s N F R Fp J8 i B A A B AE N — AN RE R 55
ZRIF 1) RFC6454[RFC64541 7 #1 4k 1 5 20k 78 24 FH P AR,




VE B —SARIBAT I SRR, A BCE IR RUE . 44 0 WA 1 UR0R < i FIDO
UAF % i A2 e g Y & 1 FR IR android:apk-key-hash:<hash-of-public-
key>. FIDO UAF % il 2 FH 25k 5 Hbr ApplD HIFR BN FFE 7 2R AL 5 = i
ATEEXS, WEREAESIR AR NG, AT PAARSEPAT 4

2% UAF BhihsE[UAFProtocol], ZRHRSST NFIRE 7 ISR AR IR RF B 2245
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i o

NSRS AR 2 B A PE AT 3 B (e R S T R e (R B8 VR P ARERE T (4
I T AN BTN A, B RS H QR E N
RFC6454[RFC6454]Unicode J7#I 4k R A2 B HEE Pl . AE W EIRZ R/, N TR
Fp 250 2 AT 22 A R TR IR V) 0 B SR A R M AR IR 55

o IR S M 2N AR 5 75 B
org.fidoalliance.uaf.permissions. ACT_AS_WEB_BROWSER #7J, 3 H7EHATH#
YEZ W, FIDO UAF 7% 7 i o iU e iy SR I AR 7 A 1V 1T

<permission
android:name="org.fidoalliance.uaf.permissions. ACT_AS_WEB_ BROWSER"
android:label="Act as a browser for FIDO registrations."
android:description="This application may act as a web browser,
creating new and accessing existing FIDO registrations for any domain."
android:protectionLevel="dangerous"
/>

6.1.3 channelBindings
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channelBindings 5 454 Ay :
Map<String,String>
Bt UAF B L [UARFProtocol] 1 4 channel Bindings & 14 & X% -

fEH] TLS rhgbsgimie, w] DLFE RSS2 iM% UAF B3OH B EIE 5 &k
2 s AR E AR TR A, JF BT PAAE BRI o BT K
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6.1.4 UAFIntentType M2

AR T AT 22 50 APLIF intent [OBRAFE AL,

Bl A — AN A T REZC3E 7 24 FIDO % 7, UAF {6 B — [ intent
KEEHAT N FERXFMEIL T, FIRe IR PRk 548 T B 222 il — A
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WebIDL

enum UAFIntentType {
"DISCOVER",

"DISCOVER_RESULT",

"CHECK_POLICY",
"CHECK_POLICY_RESULT",
"UAF_OPERATION",
"UAF_OPERATION_RESULT",
"UAF_OPERATION_COMPLETION_STATUS"

};
MR

DISCOVER
DISCOVER_RESULT

CHECK_POLICY

CHECK_POLICY_RESUI:T
UAF_OPERATIC;N Y
UAF_OPEFHOII RESULT
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6.2 org.fidoalliance.intent.FIDO_OPERATION Intent
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intent JKi#H47:

org.fidoalliance.intent.FIDO_OPERATION
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channelBindings
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http://developer.android.com/reference/android/content/pm/PackageManager.html#queryIntentActivities(android.content.Intent,%20int)
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"DISCOVER_RESULT" | A[i% | WAZR | WA

"CHECK_POLICY" W | ATiE
"CHECK_POLICY_RES WA | DA

uLT"
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6.2.1 UAFIntentType.DISCOVER
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6.2.2 UAFIntentType.DISCOVER_RESULT
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6.2.3 UAFIntentType. CHECK_POLICY
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% intent LAZIE i startActivityForResult()if .
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boolean checkFIDOCIientPermission(String packageName)
throws NameNotFoundException {
for (String requestedPermission :
getPackageManager().getPackagelnfo(packageName,
PackageManager.GET_PERMISSIONS).requestedPermissions) {
if (requestedPermission.matches(
"org.fidoalliance.uaf.permissions.FIDO_CLIENT"))
return true;

¥

return false;
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7.1.1 X-Callback-URL &%y
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callback-url ¥4 ={) URL (=% x-callback-url.com) :

FidoUAFClientl://x-callback-url/[UAFxRequest Type]|?x-
success=[RelyingPartyURL]://x-callback-url/
[UAFxResponseType] &
key=[SecretKey]&
state=[STATE]&
json=[Base64EncodedJSON]

+ FidoUAFClientl /& FIDO UAF % /i HI 1) i0S B3 3L URL J5%. 1R
#f& x-callback-url G H IIHLE 1, L5 =IRALS BT URL J7 %4
it TS (FERAMELL T, A FidoUAFClientl) o BTk, He R
JF T AR canOpenURL SRAS 2542 75 SCFRERCAS 1.0

o [UAFXRequestTypel /e fETE REAERE 2R A, N XXt HARIR .

o [RelyingPartyURL]ZAK i 75  FHFE v M) URL, R SRERCm R . AR S
x-callback-url BE, M3 x-success ZHKE L E

* [UAFxResponseType] & 7E M M A E I S8, 3o HoA #fad

o [SecretKey]|2i% KN HFEFRENLA KA EH, f FH base6durl Zwiis, JCIH
Fio



http://x-callback-url.com/

K H FIDO UAF 75 )™ i R i N2 A e s e, i BEL ok 3 B P R
A G R 5] ) URL SRR E &

o [STATE]EH K417 3K 5 ey I G P 6 >F i 04
*  IJa, [Base64Encoded]SONJLE T 75 % Ki%ELS FIDO UAF % )7 b T H

S|

i o

fiJH JSON ks A7 25 H SR A JC3HFE 1) base64url FEAT 4if .

%t FIDO UAF % Frimsk i, & X URL J7 RACFFER N\ L R B2 openURL()ER
5.

(BOOL)application:(UlApplication *)application openURL:(NSURL *)url

sourceApplication:(NSString *)sourceApplication annotation:(id)annotation

XE, ERRURLIEL url 80k, BT %4 M%E, sourceApplication 24
A5 T N R 1 10S bundle ID. % bundle 1D 27 B S5 IE N FH AR 1)
FacetlD CGERYFRIRFT) o

A, 24 FIDO UAF 2 i NG KIS, &2 fd FIAn#E x-callback-url #% 23R
B~ ik URL:

[RelyingPartyURL]://x-callback-url/
[UAFxResponseType] &
state=[STATE]&
json=[Base64EncodedJWE]

Wi . o B S BRI SR 28L& T [Base64EncodedEncrypted]JSON| S HLE HEAT
base64url JoHE RIS AT, FFEHAHMATINEG . [STATEIFIE R KIEK]
STATE FHIA], &2 145 3% 35 SRS 3 i . 72 75 UL o




TEAHS 7 N FE P openURL()AREEFEFH, url 402 2 A 51 1) URL,
sourceApplication ZHCNHMEL FIDO % /7 i b F2 7 1) i0S bundle ID.

7.1.2 FhEHIAE R

T R B AR 7 L ZIERRIR 1] FIDO UAF 7 iy AIE T RIS, AR B — S8 1l
. FIDO UAF 75 ) i i Z0AE M LR SR FH AT, A FH XA S R i 2 7 2.

TR e )97 i J2 04 20 B JSON 2% il % (JWE)~ JSON J¥ %14t (JWE = 71
7.2) #%

"A128CBC-HS256" H#lE MIm#E Hik:  IWE“EHIE BRI ( Key
Management Mode) "SEFi“ B 0% (Direct Encryption) ”; JWE* P 2 N2 %5 4H
( Content Encryption Key (CEK) ) “J&i& RN AP A A Me, H Hilidid
RAH) key Z L1k 4 FIDO UAF % i .

{ "unprotected": {"alg": "dir", "enc": "A128CBC-HS256"}, LA
"ciphertext™: "...", "tag": "..." }
7.13%

iOS N L a] LIS ] B 2B S 43 7] FIDO 2 /7 it R AR SS, Bt m) LLiE i B
Bl 7 B — NI A AR 55 2 U ) RFC6454[RFC6454] 41/ I P ACFE I ] FIDO
UAF % i

VE B —SEARBAT R AR R, A BCE IR RIUR . g B A B YR <l FIDO

UAF 72/ i A4 1 FH 28 18 200 S AR 1R A “ios:bundle-id”. FIDO UAF %5 F b

Ko HEsk S BARN AR IRFF RN AR Fr R B B R BEAT LURS, in R EAES IR
AR OISR, AT PAR S AT R A



http://tools.ietf.org/html/draft-ietf-jose-json-web-encryption-31
http://tools.ietf.org/html/draft-ietf-jose-json-web-encryption-31#section-7.2
http://tools.ietf.org/html/draft-ietf-jose-json-web-encryption-31#section-7.2
http://tools.ietf.org/html/draft-ietf-jose-json-web-encryption-31#appendix-B

2% UAF th PR HE[UAFProtocol], 3REUCT B F AL 7 AR AR IR FF IR B 215
Ey

JC o

R SRR 2 P B A AT R O TR R S P AR P I B AR M A P ARBE . (24
LT — AR DT R AR, B RTRESK A QR E N
RFC6454[RFC6454]Unicode J7 514k A2 0 HFE PR . fER BIR 28/l N
Fp 25 2 AL i 22 AR IR [V 0 AR R S I R R 5% s

7.1.4 channelBindings

A TAEHTENT -

7E DOM API o, 31 % 28 5l Yo 848 2F 3= A 55 7] FIDO 2 7', $24tm DU A
FIEE Y E (S B . (B AL HEiE ) B A &, 10S N AL F 70 H C 4 fit

ZER.

IS0 5E IEAE 5549y Map<String, String>, B UAF P78 [UAFProtocol] 9
4 ChannelBinding 54 i€ SCHI%54H

] TLS ZhEiliE, wPAFS Bh S5 a i A% 38 UAF Bt B IEIE 5 Sk %
F o 5 FH (8 2 A R AR, I BB AT DL ATE B A BB BT K . UAF JE X
T XF[RFC5929] 1 ) tls-unique Al tls-server-end-point4 s (IS4, LUK AR S5 234IF
FF1 ChannellD [Channel ID]4FE 13 5. 27 i N Az HRAL S B s 48 1 10 BT @ 1
HEEE

R TE 408 15 S BUC R EIE G E 15 BT RE S S B MK IR S5 2R 458
53 o

7.1.5 UAFXType

ABSEIR 7 SZHL i0S API [f] x-callback-url 34 AR A,




WebIDL

enum UAFXxType {
"DISCOVER",
"DISCOVER_RESULT",
"CHECK_POLICY™,
"CHECK_POLICY_RESULT",
"UAF_OPERATION",
"UAF_OPERATION_RESULT",
"UAF_OPERATION_COMPLETION_STATUS"

};

DISCOVER &)
DISCOVER_RESULT SR UNNERE S
AT — N EAERE, BHE 250 Pk

CHECK_POLICY
#

CHECK_POLICY RESULT  SKERH K45 R

UAF_OPERATION UAF 5 B#1E2RR (f5l4n Registration)

UAF_OPERATION RESULT UAF #{E4S
iH A FIDO UAF % /i UAF #R1E ({5
U1 Registration) ATEMRS#imbEE 2 55

UAF_OPERATION_COMPLE
TION_STATUS

7.2 JSON {8

UAFxType EE1F 1 AR 45385 4w 5y json x-callback-url Z %) & JSON 1f i3
1T




JSON {# RE i )
discoveryData | String DiscoveryData JSON £ 4

errorCode short EEVEI) ErrorCodefH .
_ T UAFXType, HEATIIREALHE
message String
#] UAFMessageis 3K .
NG SRS — A~ RFC6454 [ 11 JH [RFC6454] 1]
origin String

=

TIEE

channelBindings | String ERAERIEIESE € JSON 4514

responseCode short ServerResponse [ uafResult B .

PR UAFXType x-callback-url 3 /ERIME, FRIH 7 HMTEZEH I JSON {H:

UAFIntentType {& disco errorC messa origin channe respon
veryD ode ge IBindin seCod
ata gs e
"DISCOVER"
"DISCOVER_RESULT" | A[i%& | W47
"CHECK_POLICY™ WA | Wik
"CHECK_POLICY_RES
ULT"
"UAF_OPERATION" WA | WG | AR
"UAF_OPERATION_RE
WA | Wi
SULT"
"UAF_OPERATION_CO
MPLETION_STATUS"

7.2.1 DISCOVER

ZEVER A FIDO UAF & sk R BT RS X Dhfg. FIDO UAF & 7 il
WA BN G EZ AR A A, T OR [ET S5 F JSON Z544




PRI, SRR ASEMRI T L, UM TRV EYERI 18, FIDO UAF %) i
RIRE SRR — NP S, AR IR R AR SR B AR P 2 0T BCRAR 2 TP IR
(W) INUESS .

10S H %€ X URL J5 S AC AR Py i A2 g — 13 SRR S 5K — 4> N TR e
¥, HMEBCA AT A RS .

7.2.2 DISCOVER_RESULT

MBI E] DISCOVER 21 x-callback-url B AT, FIDO UAF 2/ 3t B 1244
AIZRAER R NS HOR .

R resultCode & RESULT OK, JfH. errorCode [ JSON {E /& NO_ERROR, #f
2ZEAERA —1 JSON fH------ discoveryData, ‘E7&—]> DiscoveryDatat% =1
JSON “F4Fef, 48 HH AT F A IE S A D) RE o

7.2.3 CHECK_POLICY

HEATRH P GO, ZE8AE I FIDO UAF 25 /7 ik R LT 2 75 7] LA 2
ROEHEE .

A FRZARAE AR DS Action N5 A L R ST .

10S B X URL J5 SAbBRRE 5 A DBk — N SR B2 2R — A N2 RS e B
¥, HMEBCAAEAT S A RS .

1% x-callback-url#:4E 75 Z 41~ 1Y JSON 1A

o message, &> UAFMessage S 7, A8 75 ZEIH 1 =RV
S

i o




e origin, AZ—AEMK JSON H, A #HiMt—1 RFC6454 J&
[RFC6454] 7 FF H RARES L P2 PP A< £ 1) B 477 o

7.24 CHECK_POLICY_RESULT

LU ] CHECK _POLICY 2871 ) x-callback-url #:/ERT, FIDO UAF %% )7 i v 1%
WA IR A

% 73R [A] resultCode 4, % x-callback-url #:4E 24— JSON {E_ N errorCode,
& — ErrorCode {8, 8BRS R, 5#E 24 FIDO UAF % 7 b BE 1%
A3 YH SR, iR [Fl NO_ERROR.

7.2.5 UAF_OPERATION

ZHEAE R FIDO UAF 2 i R A B RAE A RV 2, FF HIR Bl — MR RS
FIDO UAF ARZ 23 ma Ny B . KiEE N 1ZAR 1 FIDO UAF & i o — AN H
JROEAE PRk ERENZ x-callback-url #4E, 0, s S AR IR .

1% x-callback-url#/E 75 2T 41 JSON 1A :

e message, A&—A UAFMessage REMFRFE, A& 75 A H 15 R TH
E

i o

« channelBindings, {7 FIDO UAF Wil 3 7E[UAFProtocol]H & I
ChannelBinding GEIEZEE) Z5HJH JSON F 575 R IEE .

o origin, J&—/NAIEMN JSON 1, ffiHE IR —/ RFC6454 5
[RFC6454] 7 FF H AR L FH 2 PP A< £ 1) B 477 o

7.2.6 UAF_OPERATION_RESULT

L) UAF OPERATION 2574 i) x-callback-url /R, FIDO UAF %% ifii v

1%¥41% x-callback-url#/E iR 9] ,




5 resultCode & RESULT CANCELLED, % x-callback-url#/E¥ &6 —/
JSON {E 4y errorCode, L& a7 $5 g s iRTE OLH ErrorCode {8

4R resultCode & RESULT OK, 3 H. errorCode HJ x-callback-url JSON 18 &
NO_ERROR, #B4IXA™ x-callback-url#1ES 4 —4~ JSON i~ message,
B UAFMessage BRI /78, Ky UAF BRsCm B9 8 R %45 FIDO JIRS%
o

7.2.7 UAF_OPERATION_COMPLETION_STATUS

1% x-callback-url¥/E 24 27 K 1% 25 FIDO UAF &% i, k487~ R IE T FE IR 5 2 (1
FIDO UAF ¥ B AL FIIRZS, ZEAERAEF M, &Y — A vEME R
W P i), ELRIARSS 28 SO E M A BE A PR IR S

7.31i0S LB KB Z

FEANEET 10S HE L URL i R #R < B AT 981K APP £ FIDO UAF % 1
s i B R SO, [RZTR8R. 241 ] DISCOVER Fl CHECK_POLICY i 3K it ix
PO, O S RETE A S S 5000 T A . Xk
N P RS, BRI, SR S IX A E R T U BAEER K FIDO I
WS AT o

7.410S SEPLR) 2 ER
AR R

7E i0S 1 3 & X URLs )22 41 2% & AR Aa) N A ] DL HEAT B & XY
URL. @R ZANRHEFEMAHERE € X URL, £ i0S F14b# URL i H 14T

M FIDO UAF % 5k &, 5 X URL J7 R ACFEFE 5 1) 1] A i i faf 3R 3t
7 URL K2 ) bundle 1D [ sourceApplication S HU UL . R BRI A B




BR, I HL3EJE TSN W o A N R R N A2 A 2 B 3R bundle 1D
B A, IR AP T2 2. sourceApplicationZ ] LL 5 2R BUAR IR 7T
IR AP TEATICHES,  SRAA R SR S R 5 2 1l A VA8 A AR 5 BR0IE F5 10 o

MR TT IR s AR 7735 A REL L 88 T3 P S0 B AR5 o Y 1140375 3K
URL. FERE—RIERMF, HRAG0T B A2 BBEAL BN 5 5 $10F & 4 FIDO 27 i o
S8R FIDO %7 s I 8 B W N I o AESXAPE B0 T, AT AT N H )
LU i L VE JE o RIS R BE % O AR 7 L AR SR URL J =280 R
B B WARER BT D .

N T BB AE R M AR FEM EATA R AL FIDO UAF 27 3 H %E X
URL J7 S I 2aly, AT N A Rl CASR i B H A /5 (¥ bundle 1D, -7 %
T BRAZ Gy A, R ERHEAT KRS PRI SR . B0, AR W RE i — A B
KB EAER) bundle 1D (AR, I HABAE RS20 B85 P i SE Il R A s B 4E
iy U VAl D e 1) L 55 B HTARE P 1Y) bundle 1D #1135

8. femab e ik
KA.

AT % P i N LR Al &4 FIDO UAF P30 B I — AR v 1tk 22 4> 32
K, ¢h i TAESZ 2 A [TLSINREE 2ok, I Hikb /41 7 78 TLS[RFC2818] -1
I HTTP 5 FIDO UAF W i B EEMERI TR/ .

8.1 fEI R EER

AT TEHTE N o
UAF sl WTE I T BRI T %25, A NTERTF BORIET UAF
PR SCH B I B AR o N T AT 22 A0 10 UAF Phisiss #e, 75 82005 2 T Tl A il 5 2
R
1. ) ity oL FH RS P b 2 2 A S I IR 45 3 2 i RO AL, AN i 3 R AR
T TR N TR R R i%4 FIDO UAF & 73 i X TR [RFC6454] (U5 %




T D= T04) . ZEUE T B A TLS SREGIE IR 2% 231 P i &1
PE. BERRIEFIR) DNS 25K, BEREIZ - 6 B R IE B85 T7 20k
fil ko % i AT R AR B K T VR S A IR S5 ldn, e R B
FERF 43 R BT i BAE a4, s idid % Kerberos [RFC4120]— £
A D0 28 5 3] B0 o

UAF PGl B ARSI 2 ORUE T 2 0 PR35 1, AT L 1) R A AL
BT MR AR XA S M RZ S SRR 1 R 55 2 bR DRI B
1T BN G858

UAF P30 B IRAR S L] 2o 20O SR e B, By LB R S =T
ML AR ORI S 2 5 B ST b IR R R 55 s A IR PR E B 3R 47 2% A 27 4%
JE o

8.2 TLS Z4&EXR

A IAEAHTENEN o

LIPS il

it TLS([RFC2246] [RFC4346], [RFC5246] or [TLS13draft02])f# F] HTTP 3k

el UAF R BUH R, #2802 R AIRFE K

1.

WA TLS #H%, A& 2 "warning"it 2 "fatal i AR H e 1) TLS %
iR, HTTP &/ umb e ks, J BRI . Bl HTTP
& P i AT UE A SR R S AR T IR AT R R, aniE i TLS AR
% bRIARL S [RFC6125] . Uk %3 (CRLs) [RFC5280], =i iEit
FELLAE IR (OCSP) [RFC2560].

TERATTI X 7R 1Y TLS MRS5S asbnil (FF TLS 8 Fhf Wos i), 185 E RS
FAEFS D FTUAM R LAE TLS IR EFRI2 (Blln, PRI, BURA
TERERE ) AT XTI, [RFC6125]A kAT IRk 55 28 AR IR 06 o HH AT
A RIE DL, 2PNt E R, AT ER A

TLS 5% #RA0E -5 2 2B i e Jaie S (At 1 ™ I8 i E 5 5 app —
ALATAD) ¢ BIE I e B B R AR G ] YA I R R AR E T 1 U =X
RAAFAT, LRI EARA TR AR 7 REER . i RAEd S5 AT
i AT R G B, & b iy B2 bk, Jf AR Z230R




F

4. AV "anon" A" null" N s &4, IF H Rz S ] TLS AN 24
[ EG 22 % (i, MD4, RC4, SHAL) (Z% NIST SP800-131A [SP800-
131AD -

5. &/ uin AR 55 25 LA F BB K R R ¥ TLS RiUAR

6. &Sz ALEESEE R, I HIRS AN AZL R T s E g e
BB, 83— ChannelID[ChannelID]A%H, tls-unique A tls-server-
end-point B4R E[RFC5929], LA TLS ARS8 B 462 [UAFProtocal].
XELAE B T LR N Tk, e BB PMGE B MR R, IR
FR 5545 T DAFE a5/ D5 18 0 52 A5 1B G0 e AR 1 2

8.3 HTTPS &% H B ETEMER
AR
T T B 37 R R T e S A T A

e AU B N AR ] UAF I, 228 28 UAR BhUSCH 2R 213 A S
FEFF UGN 2 AT AR . X BLE U HTTPS A& 41 UAF Fh3GH 2 1L
N T

o AREE—ANERYEREN, SEARE R R IR R R T RS AR
RISEIL, Rels 545 B A5 N SRR FIDO UAF 77

o TEAHL U EAAEER SR HTTP $2 LI IREE 0 B2 AR, Rl A AhAT]
5 0] 5 S8 AR A ) N AT A ELR

o URRESL AT DAZE AR SCRY R SRl s T . AKREDUEE SERL PR TR . R
T RFC 2119 Sk SRk4R T R I B 22 A FI L ey Tl %
MR EL BRI S 12

I%ﬁ:'ﬁ FIDO UAF #1E, Rhl 23 ik, Uas 2N AL PR I




Ko ZHARAEEBOL RS T — MRS, @& T4
RSN

8.3.1 A& UAFERE L

SCHF UAF [ R4 T ] REIE HR7 SR 2 D 8 b 2 PRy 288 AR w2 3= 4 F
B L, BN, AE— AR

<script type="application/json”>
{“initialRequest”: {
[ initial request message here

2
“lifetimeMillis”: 60000; // hint: this initial request is valid for 60 seconds

¥

</script>

SR, VESRIE BT RN R A IR, IF H A2 RN R F AR S TR —
EARIE, P LA 7 i IR P 3 7 RS A BB T SR I e

i@t HTTPS, {# ] XMLHttpRequest [XHR]E HAh ) HTTP API &% 1% 3K TH &
) 2

1 RS HZ&mM URL, LLRSE P i@ E o7 =, MR AR RS R 7 2
ZNELEE

2. B ubZiks HTTP J7i%i% A POST. [RFC7231]

3. F P bk HTTP“Content-Type”$i% 3k ¥ A “application/fido+uaf;
charset=utf-8”, [RFC7231]

4. P uNAZLE HTTPAccept™ ik, H45 “application/fido+uaf"{E Ay
R, [RFCT7231]




5. Z )i A] BE TR SR AEMT DNk (B n—> HTTP Cookie
[RFC6265]) , LL— MR P4 H 5 SRR BT IE R AL

6. SEHEMN POST EARLZI5E 4 GetUAFRequest 4514 F5iA ) JISON
[ECMA-404] 45 F K4 it o

7. RSS20 RN %% HTTP “Content-Type”# 4 “application/fido+uaf;
charset=utf-8”,

8. B NAZAE I UTF-8 MR B ks 77 85, I HAT Ff iR AL L.

[HTML5]
9. fREY S M B AR A2 58 4 B ReturnUAFRequest% I Ffiid ) JSON 45
aLia)s
8.3.2 Operation &

iR 7 FIDO UAF 8 B BIERER M aiE Sk — ME S .

WebIDL

enum Operation {
"Reg",
"Auth",
"Dereg"

B

Reg TEM
Auth S B HLAIA
Dereg A

8.3.3 GetUAFRequest 514

WebIDL

dictionary GetUAFRequest {




Operation op;
DOMString previousRequest;
DOMString context;

s

8.3.3.1 GetUAFRequest IR R

opZ$7 Ky Operation
W UAF 53R BIRA . RV B EAEBRERCZS A E Lo T
BORATER), 2RSS A eI e BN SCRTE R, B
WEE, Flan, —MREE TEAIER URL 2.

previousRequest2& 7 4 DOMString
an RN R R b E R, TS SR — N UAF 15K B, 1%
A R AT DLAL T — N SRR P B IR 55 4 5 AAT B W SR B SR T R
R REAPRAS (R ZATRE T — M HRIERD .

contextZ57! 5 DOMString
AR A 55 9 25 i LA BRI SRV SR ] B Y B ZR R B 0 B R SU(E R . ok
H R e, I HIEEE Bk ORI TR MR I B A2 Fe i AN [R] Y o

8.3.4 ReturnUAFRequest £514

WebIDL

dictionary ReturnUAFRequest {
required unsigned long statusCode;

DOMString uafRequest;
Operation op;
long lifetimeMillis;

};

8.3.4.1 ReturnUAFRequest Z5H) 7

statusCode2& %44 required unsigned long

ZERAEMN UAF IRESTS (% 3.1 UAF RS D .
uafRequestZ: 4! 25 DOMString

AL, ARG A RE A RN BT UAF 6 KT B




opZE# 4 Operation
N PR A B — AN R BB R SR . IR AR ST d iR Bl ) — AN
TERAFRE, WA ZTREEHWN. Fla, wREs—A%50E R K%
PAANTAHR, WSS REIR B —MEHHE . VRIS AF AR R E M
FHE Lo

lifetimeMillis25 %4 4y long
AR 55 253k A —A> uafRequesti, %32 — AN 1 15 4 7~ FH SR 38 50 % 7 it DL
HIREFF iz B e B (AZR YA .

8.3.5 SendUAFResponse Z514)

dictionary SendUAFResponse {
required DOMString uafResponse;
DOMString context;

}s

8.3.5.1 SendUAFResponse Z5¥ 1k ;A

uafResponseZ< 7 4 required DOMString
UAF Wi RTH B . &2 5 B FIDO UAF %5 /7 b ik 8] ]
UAFMessage.uafProtocolMessage.

contextz%74 >y DOMString
FEART R 55 A B LE A 15 SR S 7T BE A B0 0 B I 45 8 . ok
FRATIER], FF I EE & 2ONE B AR N A2 e 1 AN [R] )

8.3.6 KiX UAF M.

JUE XA EME— BT, (HRA R HTTP iR 2 — M a R E, AR
o2 AR e B T 1) I FH R P 1) S A R 55 i A3 UAF T L

5@t HTTPS, 8 F XMLHttpRequest [XHR] & HiAth API % 32w 7 4 JEL i«
1. HRgs#suiin URL LAK 5% w5 i 2, AREEAS [F] B R AR 7 2 AN




[ () o

2P S 25 HTTP J5 50 POST . [RFC7231]

B P it 0K HTTPContent-Type”$it Sk 3 4 “application/fido+uaf;
charset=utf-8”, [RFC7231]

B N AZAE HTTP“Accept™ i Sk, L5 “application/fido+uaf/f Ay it
2R, [RFCT7231]

7% 7 v v e R AR AR I B4k GEAn—A> HTTP Cookie

[RFC6265]) , Lh— AR FHRE PR 7 2R & AT IR R
SEREY) POST T4 4158 4 GetUAFResponse 454 Fi& ) JSON
[ECMA-404] 45 4 i o

FI 55 28 B N 120K HT TP “Content-Type” ¥ A “application/fido+uaf;
charset=utf-8”. MR AR08 4 ServerResponsez iR 1] JSON
GERRE o

8.3.7 ServerResponse # 1

ServerResponse 4% AR ZR BT AC BRI . 48 ) 83T 52 W B4R T 1 52 OIRAS R BE
PR B InE G . %98 S A UAF Pl RRTEER 4, {H 72 statusCode i
ZH R i% E| FIDO UAF & ity Af A notifyUAFResult() i /EHEAT N 55 /b 22 ik

WebIDL

interface ServerResponse {

readonly attribute int statusCode;
[Optional]

readonly attribute DOMString  description;
[Optional]

readonly attribute Token[] additionalTokens;
[Optional]

readonly attribute DOMString location;
[Optional]

readonly attribute DOMString  postData;
[Optional]

readonly attribute DOMString newUAFRequest;




8.3.7.1 B

statusCodeZ$ 47 int, Ri%
FIDO UAF M RCIRES D . 5 EVER AR, ARSI HIA )2 Ab B FE A
UAF 81 ER, A RSN HTTP AR5 RS .

descriptionZ8% & DOMString, R #E
TR AR A B 1) FH P AR AL BRI AE B PE4EE 2.

additionalTokensZ8 %y Token #2H, ik
I OB 0 4 2 i PR T P S AR AL WL, BT TANRE B HT TP AR 4 As £
AbRE, NAZAEALHEE locationZ H AL 4 R

location2£74 4 DOMString, Rk
W IAZAE,  WHE7R 2 7 v X N FH A P AR AL 3 56 oAl & R e, Bz
Document b~ 3CE A7 2 iZ 7 B R AL 1 URI.

postDatazs# >y DOMString, Wik
WHRIZAE S location —E I, WIHRIRZ 7 i AL AL B 58 HoAh S L2 J5, Bii%
¥ N2 POST EIfEE A & .

newUAFRequestZ: Y J5 DOMString,
PR 5545 AT RE 2 FH e SRR [B]— /N ) UAF PR3 B 198 S AT REdE Ak N8
I 2R 20 PR Al i i — AN IR SRR B R, B WA G i SRIB A, BR
B AE AR AN SR S A SE B

8.3.8 Token #0

UAF 5525 AN 5 5T 612 BTN - R Dy UAR IR — 7y o XSS RRE N T
FENR BRI ) UAF BRAER, MR IR Fr e 3 S8 8 2 7 i 4 0 4 OIS
M7, BN, XL Brag g kit UAF 1E 3 — N R & T IR0 46 %5 ) 20 B%,
(B FEAT AR MR A B3 FH VG FE AR T UAF B3 1R YE

WebIDL

interface Token {




readonly attribute TokenType type;
readonly attribute DOMString  value;

s

8.3.8.1 @i

type2$ 7l TokenType, Wi

B0 2 0 AL A WAL S AR
value2$7! 4 DOMString, Wi

B0 25 ) 1AL 2 WAL ) 4 R R
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e

TSR AR B R A v Y O Y 28 B B 1 B cookie 17 fif
(1) HTTP AHh % oy, 47514 F] TokenType. Cookies Ni%
B Set-Cookie HTTP #f kR B, $2At44 I AQEL4T

HTTP_COOKIE  4b#E. XFFdE HTTP BRI EA ISR, & ERR— K
¥ HTTP cookie 4. [RFC6265]%11t1, —AMdiFH UAF
BEAT S AN B VPN % 7 i v e 22 % TokenType K H
B A %6 2§ cookie JFE (jar) ¥sii—A cookies

OAUTH Fon AL OAUTH KA. [RFC5849].

OAUTH2 FoRA L OAUTH2 247, [RFC6749].

SAML1 1 FoRAME SAMLL.L 247, [SAMLI11].




SAML2 TR ME SAML2.0 KA4(%). [SAML2-CORE].
IWT FoRnA i JISON Web Token(JWT)ZE R (I [IWT]
OPENID_CONN /R4 /& —> OppenlD Connect“id-token”.
ECT [OpenIDConnect] .

8.3.10 a8
AT

EHEEN) A, B O DLk SS #s BRI 77 %4 25 /& POST, “Content-
Type”HTTP kA2 IER IR . PR A B2 3 442 A5 21 ECMAScript, 7] LA
BEAE ARG EEIE VT I, T AR S5 4% — € A Be i S RE 9% 15 script AR28 AR i
WERBA, 40 <script sre="https://example.com/fido/uaf/getRequest”™>. {3
i X PR N D7 VR AR I8 SR AN RE 15 B E e SRRk

[FEIRERY, @I EESR F 2 X “Content-Type i Sk, 76 V& fi /2 5 1 45 i 4 =2
(CORS) Vjjin] i, #5JRTERABEH XMLHttpRequest[XHR]4: % [CORS].

[K N FIDO UAF i 2 R 5 78 1 F AR [FIVR RS 7428 200, BT DUIR 55 38 AN L AZAE
i s it Access-Control-All-Origin”[CORSTHR Sk A A [E] 5 ) P4 28 35 BRI T .

N T B e S 5T ) e T 0 U s 20 AT AR A IR S5 By, 97 SR 2 i A 7 A
e, 1% EL 4% 25 “Access-Control-Request-Method” [CORS]HTTP 3k Bk
G AN IERE“Content-Type”HTTP i3k (1% 3K .

N AR S5 A PR E M R DL GET 77K ¢ 9 H. %A i H 5€ X “Content-Type”
IR, PO — AR A E, Gl A EARA A “while(1)”; 5
H “&&&BEGIN_UAF RESPONSE&&&” HKWiN:, MIBH LB #x N\ IR
<script>FrRA KA LI . LEMT ISON WA ZHT, SRR S #FE OFA
I RERE) WO ATSE 7R

A. ZE3CHR




[AndroidAppManifest]
Android App Manifest. Google, Inc., the Open Handset Alliance and the
Android Open Source Project (Work in progress)
URL:http://developer.android.com/guide/topics/manifest/manifest-intro.htmi

[ChannellD]
D. Balfanz Transport Layer Security (TLS) Channel IDs. (Work In Progress)
URL.: http://tools.ietf.org/html/draft-balfanz-tls-channelid

[DOM]
Anne van Kesteren; Aryeh Gregor; Ms2ger; Alex Russell; Robin
Berjon. W3C DOM4. 10 July 2014. W3C Last Call Working Draft.
URL.:http://www.w3.0rg/TR/dom/

[ECMA-262]
ECMAScript Language Specification, Edition 5.1. June 2011.
URL:http://www.ecma-international.org/publications/standards/Ecma-
262.htm

[ECMA-404]
The JSON Data Interchange Format. 1 October 2013. Standard.
URL: http://www.ecma-international.org/publications/filessECMA-
ST/ECMA-404.pdf

[FIDOGIossary]
R. Lindemann, D. Baghdasaryan, B. Hill, J. Hodges, FIDO Technical
Glossary. FIDO Alliance Proposed Standard. URLSs:
HTML.: fido-glossary-v1.0-ps-20141208.html
PDF: fido-glossary-v1.0-ps-20141208.pdf

[HTMLD5]
lan Hickson; Robin Berjon; Steve Faulkner; Travis Leithead; Erika Doyle
Navara; Edward O'Connor; Silvia Pfeiffer. HTMLS. 28 October 2014. W3C
Recommendation. URL: http://www.w3.org/TR/html5/



http://developer.android.com/guide/topics/manifest/manifest-intro.html
http://developer.android.com/guide/topics/manifest/manifest-intro.html
http://tools.ietf.org/html/draft-balfanz-tls-channelid
http://tools.ietf.org/html/draft-balfanz-tls-channelid
http://www.w3.org/TR/dom/
http://www.w3.org/TR/dom/
http://www.ecma-international.org/publications/standards/Ecma-262.htm
http://www.ecma-international.org/publications/standards/Ecma-262.htm
http://www.ecma-international.org/publications/standards/Ecma-262.htm
http://www.ecma-international.org/publications/files/ECMA-ST/ECMA-404.pdf
http://www.ecma-international.org/publications/files/ECMA-ST/ECMA-404.pdf
http://www.ecma-international.org/publications/files/ECMA-ST/ECMA-404.pdf
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-glossary-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-glossary-v1.0-ps-20141208.pdf
http://www.w3.org/TR/html5/
http://www.w3.org/TR/html5/

[JWT]
M. Jones; J. Bradley; N. Sakimura. JSON Web Token (JWT). 6 July 2012.
Internet Draft. URL.: http://tools.ietf.org/html/draft-ietf-oauth-json-web-
token-01

[OpenIDConnect]
OpenID Connect. OpenID Foundation (Work in Progress)
URL.:http://openid.net/connect/

[PNG]
Tom Lane. Portable Network Graphics (PNG) Specification (Second
Edition). 10 November 2003. W3C Recommendation.
URL:http://www.w3.0rg/TR/PNG

[RFC2119]
S. Bradner. Key words for use in RFCs to Indicate Requirement Levels.
March 1997. Best Current Practice. URL:https://tools.ietf.org/html/rfc2119

[RFC2397]
L. Masinter. The "data™ URL scheme. August 1998. Proposed Standard.
URL: https://tools.ietf.org/html/rfc2397

[RFC2818]
E. Rescorla. HTTP Over TLS. May 2000. Informational.
URL.:https://tools.ietf.org/html/rfc2818

[RFC4648]
S. Josefsson, The Basel6, Base32, and Base64 Data Encodings (RFC 4648),
IETF, October 2006, URL:http://www.ietf.org/rfc/rfc4648.txt

[RFC5849]
E. Hammer-Lahav, The OAuth 1.0 Protocol (RFC 5849), IETF, April 2010,
URL.: http://www.ietf.org/rfc/rfc5849.txt

[RFC5929]
J. Altman, N. Williams, L. Zhu, Channel Bindings for TLS (RFC 5929),
IETF, July 2010, URL: http://www.ietf.org/rfc/rfc5929.txt

[RFC6125]



http://tools.ietf.org/html/draft-ietf-oauth-json-web-token-01
http://tools.ietf.org/html/draft-ietf-oauth-json-web-token-01
http://tools.ietf.org/html/draft-ietf-oauth-json-web-token-01
http://openid.net/connect/
http://openid.net/connect/
http://www.w3.org/TR/PNG
http://www.w3.org/TR/PNG
http://www.w3.org/TR/PNG
https://tools.ietf.org/html/rfc2119
https://tools.ietf.org/html/rfc2119
https://tools.ietf.org/html/rfc2397
https://tools.ietf.org/html/rfc2397
https://tools.ietf.org/html/rfc2818
https://tools.ietf.org/html/rfc2818
http://www.ietf.org/rfc/rfc4648.txt
http://www.ietf.org/rfc/rfc4648.txt
http://www.ietf.org/rfc/rfc5849.txt
http://www.ietf.org/rfc/rfc5849.txt
http://www.ietf.org/rfc/rfc5929.txt
http://www.ietf.org/rfc/rfc5929.txt

P. Saint-Andre, J. Hodges, Representation and Verification of Domain-Based
Application Service ldentity within Internet Public Key Infrastructure Using
X.509 (PKIX) Certificates in the Context of Transport Layer Security (TLS)
(RFC 6125), IETF, March 2011, URL:http://www.ietf.org/rfc/rfc6125.txt

[RFC6265]
A. Barth. HTTP State Management Mechanism. April 2011. Proposed
Standard. URL.: https://tools.ietf.org/html/rfc6265

[RFC6454]
A. Barth. The Web Origin Concept. December 2011. Proposed Standard.
URL.: https://tools.ietf.org/html/rfc6454

[RFC6749]
D. Hardt, Ed., The OAuth 2.0 Authorization Framework (RFC 6749), IETF,
October 2012, URL.: http://www.ietf.org/rfc/rfc6749.txt

[RFC7230]
R. Fielding, Ed.; J. Reschke, Ed.. Hypertext Transfer Protocol (HTTP/1.1):
Message Syntax and Routing. June 2014. Proposed Standard.
URL: https://tools.ietf.org/html/rfc7230

[RFC7231]
R. Fielding, Ed.; J. Reschke, Ed.. Hypertext Transfer Protocol (HTTP/1.1):
Semantics and Content. June 2014. Proposed Standard.
URL: https://tools.ietf.org/html/rfc7231

[SAML11]
E. Maler, P. Mishra and R. Philpott, The Security Assertion Markup
Language (SAML) v1.1. OASIS, October 2003, URL.:https://www.0asis-
open.org/standards#samivl.l

[SAML2-CORE]
Scott Cantor; John Kemp; Rob Philpott; Eve Maler. Assertions and
Protocols for SAML V2.0 15 March 2005. URL.: http://docs.oasis-
open.org/security/saml/v2.0/saml-core-2.0-0s.pdf

[UAFAuthnrMetadata]



http://www.ietf.org/rfc/rfc6125.txt
http://www.ietf.org/rfc/rfc6125.txt
http://www.ietf.org/rfc/rfc6125.txt
http://www.ietf.org/rfc/rfc6125.txt
http://www.ietf.org/rfc/rfc6125.txt
https://tools.ietf.org/html/rfc6265
https://tools.ietf.org/html/rfc6265
https://tools.ietf.org/html/rfc6454
https://tools.ietf.org/html/rfc6454
http://www.ietf.org/rfc/rfc6749.txt
http://www.ietf.org/rfc/rfc6749.txt
https://tools.ietf.org/html/rfc7230
https://tools.ietf.org/html/rfc7230
https://tools.ietf.org/html/rfc7230
https://tools.ietf.org/html/rfc7231
https://tools.ietf.org/html/rfc7231
https://tools.ietf.org/html/rfc7231
https://www.oasis-open.org/standards#samlv1.1
https://www.oasis-open.org/standards#samlv1.1
https://www.oasis-open.org/standards#samlv1.1
https://www.oasis-open.org/standards#samlv1.1
http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf

B. Hill, D. Baghdasaryan, J. Kemp, FIDO UAF Authenticator Metadata
Statements v1.0. FIDO Alliance Proposed Standard. URLSs:
HTML.: fido-uaf-authnr-metadata-v1.0-ps-20141208.html
PDF: fido-uaf-authnr-metadata-v1.0-ps-20141208.pdf

[UAFProtocol]
R. Lindemann, D. Baghdasaryan, E. Tiffany, D. Balfanz, B. Hill, J.
Hodges, FIDO UAF Protocol Specification v1.0. FIDO Alliance Proposed
Standard. URLs:
HTML.: fido-uaf-protocol-v1.0-ps-20141208.html
PDF: fido-uaf-protocol-v1.0-ps-20141208.pdf

[UAFRegistry]
R. Lindemann, D. Baghdasaryan, B. Hill, FIDO UAF Registry of Predefined
Values. FIDO Alliance Proposed Standard. URLS:
HTML.: fido-uaf-reg-v1.0-ps-20141208.html
PDF: fido-uaf-reg-v1.0-ps-20141208.pdf

[WebIDL-ED]
Cameron McCormack, Web IDL, W3C. Editor's Draft 13 November 2014.
URL.: http://heycam.github.io/webidl/

A2 2EHE

[ANDROID]
The Android™ Operating System. Google, Inc., the Open Handset Alliance

and the Android Open Source Project (Work in progress)
URL.: http://developer.android.com/

[Android5Changes]
Android 5.0 Changes. Google, Inc., the Open Handset Alliance and the
Android Open Source Project (Work in progress)
URL.:http://developer.android.com/about/versions/android-5.0-changes.htmi

[CORS]



https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-authnr-metadata-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-authnr-metadata-v1.0-ps-20141208.pdf
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-protocol-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-protocol-v1.0-ps-20141208.pdf
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-reg-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-reg-v1.0-ps-20141208.pdf
http://heycam.github.io/webidl/
http://heycam.github.io/webidl/
http://developer.android.com/
http://developer.android.com/
http://developer.android.com/about/versions/android-5.0-changes.html
http://developer.android.com/about/versions/android-5.0-changes.html

Anne van Kesteren. Cross-Origin Resource Sharing. 16 January 2014. W3C
Recommendation. URL.: http://www.w3.org/TR/cors/
[RFC2045]
N. Freed; N. Borenstein. Multipurpose Internet Mail Extensions (MIME)
Part One: Format of Internet Message Bodies. November 1996. Draft
Standard. URL.: https://tools.ietf.org/html/rfc2045
[RFC2246]
T. Dierks, E. Rescorla, The TLS Protocol Version 1.0, IETF, January 1999,
URL: http://www.ietf.org/rfc/rfc2246.txt
[RFC2560]
M. Myers; R. Ankney; A. Malpani; S. Galperin; C. Adams. X.509 Internet
Public Key Infrastructure Online Certificate Status Protocol - OCSP. June
1999. Proposed Standard. URL.:https://tools.ietf.org/html/rfc2560
[RFC4120]
C. Neuman, T. Yu, S. Hartman, K. Raeburn, The Kerberos Network
Authentication Protocol (V5) (RFC 4120), IETF, July 2005,
URL:http://www.ietf.org/rfc/rfc4120.txt
[RFC4346]
T. Dierks, E. Rescorla, The Transport Layer Security (TLS) Protocol Version
1.1, IETF, April 2006, URL.: http://www.ietf.org/rfc/rfc4346.txt
[RFC5246]
T. Dierks, E. Rescorla, The Transport Layer Security (TLS) Protocol, IETF,
August 2008, URL: http://www.ietf.org/rfc/rfc5246.txt
[RFC5280]
D. Cooper, S. Santesson, s. Farrell, S.Boeyen, R. Housley, W. Polk;Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile, IETF, May 2008, URL.:http://www.ietf.org/rfc/rfc5280.txt
[SOP]
Same Origin Policy for JavaScript. Mozilla Developer Network, January

2014 URL.: https://developer.mozilla.org/en-



http://www.w3.org/TR/cors/
http://www.w3.org/TR/cors/
https://tools.ietf.org/html/rfc2045
https://tools.ietf.org/html/rfc2045
https://tools.ietf.org/html/rfc2045
http://www.ietf.org/rfc/rfc2246.txt
http://www.ietf.org/rfc/rfc2246.txt
https://tools.ietf.org/html/rfc2560
https://tools.ietf.org/html/rfc2560
https://tools.ietf.org/html/rfc2560
http://www.ietf.org/rfc/rfc4120.txt
http://www.ietf.org/rfc/rfc4120.txt
http://www.ietf.org/rfc/rfc4120.txt
http://www.ietf.org/rfc/rfc4346.txt
http://www.ietf.org/rfc/rfc4346.txt
http://www.ietf.org/rfc/rfc4346.txt
http://www.ietf.org/rfc/rfc5246.txt
http://www.ietf.org/rfc/rfc5246.txt
http://www.ietf.org/rfc/rfc5280.txt
http://www.ietf.org/rfc/rfc5280.txt
http://www.ietf.org/rfc/rfc5280.txt
http://www.ietf.org/rfc/rfc5280.txt
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Same_origin_policy_for_JavaScript
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Same_origin_policy_for_JavaScript

US/docs/Web/JavaScript/Same_origin_policy_for_JavaScript
[SP800-131A]
E. Barker, A. Roginsky, NIST Special Publication 800-131A: Transitions:
Recommendation for Transitioning the Use of Cryptographic Algorithms and
Key Lengths. National Institute of Standards and Technology, January 2011,
URL.:http://csrc.nist.gov/publications/nistpubs/800-131A/sp800-131A.pdf
[TLS13draft02]
T. Dierks, E. Rescorla, The Transport Layer Security (TLD) Protocol
Version 1.3 (draft 02), IETF, July, 2014,
URL:https://tools.ietf.org/html/draft-ietf-tls-tls13-02
[UAFASM]
D. Baghdasaryan, J. Kemp, R. Lindemann, B. Hill, R. Sasson, FIDO UAF
Authenticator-Specific Module API. FIDO Alliance Proposed Standard.
URLs:
HTML: fido-uaf-asm-api-v1.0-ps-20141208.html
PDF: fido-uaf-asm-api-v1.0-ps-20141208.pdf
[WebIDL]
Cameron McCormack. Web IDL. 19 April 2012. W3C Candidate
Recommendation. URL: http://www.w3.org/TR/WebIDL/
[XHR]
Anne van Kesteren. XMLHttpRequest. Living Standard .
URL:https://xhr.spec.whatwg.org/
[webmessaging]
lan Hickson. HTML5 Web Messaging. 1 May 2012. W3C Candidate

Recommendation. URL.: http://www.w3.0rg/TR/webmessaging/



https://developer.mozilla.org/en-US/docs/Web/JavaScript/Same_origin_policy_for_JavaScript
http://csrc.nist.gov/publications/nistpubs/800-131A/sp800-131A.pdf
http://csrc.nist.gov/publications/nistpubs/800-131A/sp800-131A.pdf
http://csrc.nist.gov/publications/nistpubs/800-131A/sp800-131A.pdf
http://csrc.nist.gov/publications/nistpubs/800-131A/sp800-131A.pdf
https://tools.ietf.org/html/draft-ietf-tls-tls13-02
https://tools.ietf.org/html/draft-ietf-tls-tls13-02
https://tools.ietf.org/html/draft-ietf-tls-tls13-02
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-asm-api-v1.0-ps-20141208.html
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-asm-api-v1.0-ps-20141208.pdf
http://www.w3.org/TR/WebIDL/
http://www.w3.org/TR/WebIDL/
https://xhr.spec.whatwg.org/
https://xhr.spec.whatwg.org/
http://www.w3.org/TR/webmessaging/
http://www.w3.org/TR/webmessaging/

	1. 注释
	1.1 关键字

	2. 概览
	2.1 受众
	2.2 范围
	2.3 结构
	2.3.1 协议会话


	3. 通用定义
	3.1 UAF状态码

	4. 共享定义
	4.1 UAFMessage结构
	4.1.1 UAFMessage结构成员

	4.2 版本接口
	4.2.1 属性

	4.3 认证器接口
	4.3.1 属性
	4.3.2 认证器接口常量


	4.4 DiscoveryData结构
	4.4.1 DiscoveryData结构成员

	4.5 ErrorCode接口
	4.5.1 常量


	5. DOM API
	5.1 特征检测
	5.2 uaf接口
	5.2.1 方法

	5.3 UAFResponseCallback
	5.3.1 UAFResponseCallback回调参数

	5.4 DiscoveryCallback
	5.4.1 DiscoveryCallback回调参数

	5.5 ErrorCallback
	5.5.1 ErrorCallback回调参数

	5.6 DOM API的隐私性考虑
	5.7 DOM API的安全性考虑
	5.7.1 不安全的混合内容
	5.7.2 同源策略、HTTP重定向和跨源内容

	5.8 浏览器/插件开发者的注意事项

	6. 安卓Intent API
	6.1 针对安卓特定的定义
	6.1.1 org.fidoalliance.uaf.permissions.FIDO_CLIENT
	6.1.2 org.fidoalliance.uaf.permissions.ACT_AS_WEB_BROWSER
	6.1.3 channelBindings
	6.1.4 UAFIntentType枚举

	6.2 org.fidoalliance.intent.FIDO_OPERATION Intent
	6.2.1 UAFIntentType.DISCOVER
	6.2.2 UAFIntentType.DISCOVER_RESULT
	6.2.3 UAFIntentType.CHECK_POLICY
	6.2.4 UAFIntentType.CHECK_POLICY_RESULT
	6.2.5 UAFIntentType.UAF_OPERATION
	6.2.6 UAFIntentType.UAF_OPERATION_RESULT
	6.2.7 UAFIntentType.UAF_OPERATION_COMPLETION_STATUS

	6.3 安卓开发的安全性考虑

	7. iOS自定义URL API
	7.1 iOS专有定义
	7.1.1 X-Callback-URL传输
	7.1.2秘钥的生成
	7.1.3 源
	7.1.4 channelBindings
	7.1.5 UAFxType

	7.2 JSON值
	7.2.1 DISCOVER
	7.2.2 DISCOVER_RESULT
	7.2.3 CHECK_POLICY
	7.2.4 CHECK_POLICY_RESULT
	7.2.5 UAF_OPERATION
	7.2.6 UAF_OPERATION_RESULT
	7.2.7 UAF_OPERATION_COMPLETION_STATUS

	7.3 iOS实现的开发指导
	7.4 iOS实现的安全性要求

	8. 传输绑定概述
	8.1 传输安全要求
	8.2 TLS安全要求
	8.3 HTTPS传输互操作性概况
	8.3.1包含UAF请求消息
	8.3.2 Operation枚举
	8.3.3 GetUAFRequest结构
	8.3.3.1 GetUAFRequest结构成员

	8.3.4 ReturnUAFRequest结构
	8.3.4.1 ReturnUAFRequest结构成员

	8.3.5 SendUAFResponse结构
	8.3.5.1 SendUAFResponse结构成员

	8.3.6发送UAF响应
	8.3.7 ServerResponse接口
	8.3.7.1 属性

	8.3.8 Token接口
	8.3.8.1 属性

	8.3.9 TokenType枚举
	8.3.10 安全性考虑


	A. 参考文献
	A.1 参考规范
	A.2 参考资料




