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WebIDL

dictionary MetadataTOCPayloadEntry{

required AAID aaid;

required DomString hash;

required DomString url;

required StatusReport[] statusReports;

required DomString timOfLastStatusChange;

}s

3.1.1.1 MetadataTOCPayloadEntry Z5#J B

aaidJ$% > required AAID
5 708#E TOC A RE M iE FAH K MINESS ¥ AAID. AAID S5 1) 5E L2 W,
[UAFProtocol].

hash257%4 4 required DOMString
base64url(string[1..512])
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Base64url gmfid i) UTF-8 Zmfid (1) 77 vE g T IWT[IWT] AIEE G 2 A AROR

url2&24 4 required DOMString
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encodedMetadataStatement = Base64url(utf8(JSONMetadataStatement))

Base64url Zmf5 ) UTF-8 Zwfidh ) 7 vt F T IWT[IWT] LLBE G 2 A AR

statusReportsZ: % 4y required StatusReport %41
& T AR S PPR A H A 20

timeOfLastStatusChange 25444 required DOMString
10S-8601 #% AL IR 2 Hik o K 2H B B D9 2 B (E I /9 H 3.

{"no": 1234, "next-update"; "2014-03-31",
"entries™: [
{ "aaid": "1234#5678",

"hash":
"90da8dab6de23248abb34da0d4861f4b30a793e198a8d5haa7f98f260db71acd
4"l

"url™: "https://fidoalliance.org/metadata/1234%x23abcd",
"statusReports": [
{ status: "FIDO_CERTIFIED", effectiveDate: "2014-01-04"}

]l
"timeOfLastStatusChange": "2014-01-04"




}l
{ "aaid": "9876#4321",

"hash":

"'785d16df640fd7b50ed174ch5645cc0f1le72b7f19cf22959052dd2009541c64
d"

"url™: "https://authnr-vendor-a.com/metadata/9876%x234321",
"statusReports": [
{ status: "FIDO_CERTIFIED", effectiveDate: "2014-01-07"},
{ status: "UPDATE_AVAILABLE", effectiveDate: "2014-03-08",
url: "https://example.com/update1234" }
If
"timeOfLastStatusChange": "2014-02-19"
¥

T # A FR, AR EIE URL HH[RFC3986]. A4k 1753k Hil i %x23
B,

WIERS] 7 AT LASRAE Lk e 88 A 55 A s it 7= W Bl B S kA e 7= W
VIESS) PRT CARR IS 5 C A 0 e s 7 B D7) o

3.1.2 StatusReport %41

f1& AuthenticatorStatus FIAHR M INEHE (AR E)
BT StatusReport 2% B 478 [E] 42 58 57 B 35 s i FH SR o DA 2 0 i) A




BHT Y StatusReport 10 AU B M AT PR S . B, W& EA
USER_VERIFICATION_BYPASS HJARES, WX RIE AAID BITAESS 1) RS R A
FTREIG N . 40 SR ECH iE A IR A UPDATE_AVAILABLE, JI54 B 37 ) g vk 55
/2 Wi BTG {E StatusReport 45 #4 78 27 0] f .

WebIDL

dictionary StatusReport{
required AuthenticatorStatus  status;

DomString effectiveDate;
DomString certificate;
DomString url;

3.1.2.1 StatusReport Z5HI R 7
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WebIDL

enum AuthenticatorStatus {
"FIDO_CERTIFIED",
"NOT_FIDO_CERTIFIED",
"USER_VERIFICATION_BYPASS",
"ATTESTATION_KEY_COMPROMISE",
"USER_KEY_REMOTE_COMPROMISE",
"USER_KEY_PHYSICAL_COMPROMISE",
"UPDATE_AVAILABLE",
"REVOKED"
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WebIDL

dictionary MetadataTOCPayload{
required Number no;
required DomString nextUpdate;
required MetadataTOCPayloadEntry[]  entries;

};

3.1.4.1 MetadataTOCPayload Z5# 5% A

noZ& %4y required Number
% UAF Je3dl TOC A 3T 1T 5 o 7515 0 J5 2 7 2 H ™ 5 B 1) 2 18
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nextUpdate2& 7! >4 required DOMString
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entries2& %44 required MetadataTOCPayloadEntry #i4H
0 5{ £ 1> MetadataTOCPayloadEntry %} % [ 513 .

3.1.5 JuEiE TOC

JCHUE H 3% (TOC) /& —> JSON Web Token (Z WL[JWT]ARI[IWS]).

EAE=ATTR:

o UTF-8 4afi%H) IWT ik base6durl 4ifis, JoiE7E (WS HEIIFITF) .

o UTF-8 Zwidf) UAF JTE#E TOC A & A7 1) base64url 4ifid, Tz (£
I, Metadata TOC FormatJF 3L (4] 1) »

o EIDKHEZE A A AR TR JWS 254 [JWS] 1Y) base64url Zwiis, [FIFE
WEHER. filn

tbsPayload = EncodedJWTHeader | "." | EncodedMetadataTOCPayload
TOC K=ol a) s (")IEREIER.

MetadataTOC = EncodedJWTHeader | "." | EncodedMetadataTOCPayload | "." |
EncodedJWSSignature

5 IWT #ckrd (iR kg “ES256” HME L T N SHA256) i 145 4 A
R I A S0 20 SR v E B e s 75 BH G A (2 W, Metadata TOC Payload
Entry Dictionary).

3.1.5.1 245

KA RAHEIER .

eyAIQUFJRCIBICIXMjMOIzZU2NzgiLAOKICAIQXROZXNOY XRpb255h290Q
2VydGImaWNhdGUiOiAi TUINQ1BUQONBZUINQXAIQKFNSUpBT3VIeHZV
MO095MndNQWIHQONXRINNNDICQU1DTUzeEIEQWVCZ0SWQKFNTQ




OKRjFOaGJYQnNaU0JCZEhSbGMzUmhkR2x2YmICU2lyOTBNUII3RKFZR
FZRUUIEQTFHU1VSUEIFRNNiR2x0YmM10ObAOKTVJFdORSWURWUVFM
REFoVIFVWWdIWRMRITERFU0O1CQUABMVVFQNd3SIVHRNNieUJCYkhS
dk1Rc3dDUVIEVIFRSQOKREFKRFFURUXNQWtHQTFVRUJOTUNWVk13
SGhjTk1UUXdOakUOTVRNek16TXIXaGNOTKRFeELUQXpNVEL6TXpNe
QOKV2pCNO1TQXdIZ1IEVIFRRERCZFRZVzF3YkdVZ1FYUjBaWE4wWwWV
hScGlyNGdVbTI2ZERFV01CUUIBMVVFQ2d3TgOKUmMtsRVR5QkJiR3hw
WVclalpURVINQThHQTFVRUN3dOIWVUZHSUZSWFJ5d3hFakFRQmdO
VkJBY01DVkJoYkc4ZwOKUVdJ4MGI6RUXNQWIHQTFVRUNBAONRMEV
4Q3pBSkInTIZCQVIUQWXWVE1Ga3dFd111S29aSXpgMENBUV1JS29aSQ0
KemowREFRYORRZ0OFFSDhodjJEMEhYYTU5LO0JtcFE3UIplaEwvRk1HekZ
KMVFCZzI2QVVwT1ozYWpudVESNFBSNwWOKYU16SDMzblVTQnI4ZkhZ
RHJIXTOJiINThweEdxSEpSeVgvNk5RTUUOdOhRWURWUjBPQKJIZRUZQbOh
BMONMaHhGYg0KQzBJdDd6RTR30GhrNUVKL01COEdBMVVKSXdRW
U1CYUFGUGY9IQTNDTGh4RmJDMEION3pFNHc4aGs1RUovTUF3RWOKQ
TFVZEV3UUZNQU1CQWY4dONnWUILblpJemowRUF3SURTQUF3UIFJa
EFKMDZRU1h0OWIoSWJIFS1ILSWpzUGtyaQOKVMRMSWdOZnNiRFN1IN
0VySmZ6cjRBaUJxb1IDWmYwK3pIJNTVhUWVBSGpJekESWG02M3JydUF
4Qlo5cHM5¢ejJY TgOKbFEIPSIsDQogICIEZXNjecmlwdGIvbil6ICIGSURPIEF
sbGlIhbmNIIFNhbXBsZSBVQUYgQXV0aGVudGljY XRvcilsDQoglCJVc2Vy
VmVyaWZpY2F0aW9uTWV0aG9%kcyl61DIsDQoglCIWYWxpZEFO0dGFjaG1ll
bnRUeXBIcyl6IDESDQogICILZXIQcm90ZWNO0aW9uljogNiwNCiAglklhdG
N0ZXJQcm90ZWN0aW9uljogMiwNCiAglINIY3VyZURpc3BsY XkiOiAOLA
OKICAIU2VjdXJIRGIzcGxheUNvbnRIbnRUeXBlcyl61FsiaW1hzZ2UvcG5nll0
sDQogICITZWN1cmVEaXNwbGF5UE5HQ2hhecmFjdGVyaXN0OaWNzljogW
1swLDAsSMSwW2NCwwLDAsMSwyMjQsMTYsMiwwLDAsMF1dLAOKICAia
XNTZWNvbmRGYWNOb3JPbmx5ljogimZhbHNITIwWNCiAgIkljb24i0iAiZGF
0Y TppbWFnZS9wbmc7YmFzZTYOLGIWQk9SdzBLR2dvQUFBQUSTVWhF
VWdBQUFFOEFBQUF2QOFZQUFBQ2I3SmZjQUFBQUFYTINSMEIBcnMO
YzZRQUFBQVJuUVUXxQkFBQ3gNCmp3djhzZUVVBQUFBSMNFaFpjdOFBR
HNNQUFBNORBY2R2cUdRQUFBYWhTVVJCVkdoRDdacjVieFJsSROImOU
t6VEI4QUOVWUVORTIXN3ANCIFaY1dLS0JjbFNwWSEFUbEVMQVJIFN2tO
RUNDQTNGaldLMENLS1NDRKkIzS0JjZ1ZDRFAHTKVTZEFZaWR3Z2dnSk
JpUmINaEZjLzR3eTgNCjg4dNHp1OU5kbG5HVGZaSIAybjNuTysrODg5MzN
mdmVCQngrUHFDekprVFV2QmIMbXBVRFd2QIRIbXBjQ1NadlhMQ2RY
OVIWNVNrMTKNCmJINWF0ZjUSOWZHKy9IckELINDFXNDdhUDFMTFZh
OVNJeVZOVWk4SWk4ZDVrR1RzaTMwTKZ2N2FpOW43UVpQTXdiZHIz
MmVyVTIYTXENCIVkeTgrWWmNhTm1HaW1FOHIYTINSVWQzYTE4bkY
wZIVsh3ZaKzBDVHpXcGQyVmorZUtMWJIFeXk2RHg0aTVwVU1HV3ZIb
ZUwWNNEYyMjcNCmROdVdCSXVmZzZnI2bldwVjBGUE5MaG93MTc1MUStMj
FMdIBIM3JWdFdgzZno2NkxmcWw4dFg3R1JsOVIGU1hzbVNzZWI5Y2VPR2
JZazcNCk1OVWNHUGc4AWNNiTWUSecmZRVWFhVi9KTVg5c3FkekRDU3Z
wMGtaSG1UWmc5eDdiTEhj TW5UaGIXNMVKK21WZIFXOHIhVVpRTkc2N
GKNClhaKzAva3E2dU9aRk8WUXRhAGRXS2ZYbIJROTICajkxUjVPSUZuaz
UOak4wbWtVaXFsTzNYRFcrTWwrOThtS012dFc3cldwWmNQYysNCjB6Zz
ROTHJZbFVJODZFNmMVHRGPJTXViVnBjdXNIY XImZ0IZR1JrNmJyaFpWc
1I9KY0h6b29MNzU1MGpIZExFeGOWV2NBcGkyWIVxaHUNCjdKTHZyVnN
RVTgxemt6 T1BIZW1NUII2VnVRc1g3UGIpRFFZNUp2Wm9uZnRLKzFWW
ThIOXV0eDUzMGgwb2Iram1SWXFgNm91YVI2RWUNCmM5XL1dsWWpw
OGN3Yk1tNjgydFB3cVcexUjR0ai8yU0gxMOISSIISNG1vWnZY cGITcURYN2




RYdFFleGEVUEszLytCV3NLMWRUZOh1NIYNCjhOUUozYndGa3dwRnJVT
1EIMHMXxcjNSZXZtOHpaY 3EXNytCQmMF3N0s4bEVLNXF6alllY XJrOUE4c
DdQMOd6REsrbmQzRFFvdys2VUMNChTVk44MmI1djM4aWw03TnRhWHR
WMUNWCcTZSZ3c0cGtzbWJIkaTNIdTIEZTdZZmFCQnhjcWZ2cVBYVWpG
UUSUUTIYbGZkVVZWVDY 4clQNCKpLRjVEDBINtVWpnZHFNNG1TUzIwb
XNmMREpSMO0c2VGIIMGIXOWFWNOxXTEhZWEtsbFREADBMVEF0alllY
WFtcDFRalz2KytleUdVeFYNCmRKMEROVIhThStiMXFSeHBsSODRkZGZ
YMUxwMU8vZDY5dHNvZDB2czVoR3JI0Xh10G8rZnBMUjFjR2hOVEQ?2
WjU3QzILTVdYZWZKZE8BNCIo5NGJiOWIXZDFST25TN3FIVFRESGItTXF
pdmJPM2cwRGRWeWszV1FCaEJ6dESzNVILTMRPbmM4TzNhY1M2ZkRa
RmdLYVhMcOVKcDUNCnIkemxpQnFwODIjSmNzL203VHZzMHJrakdmT]
RiIMGtQblpuM1VKdUIPcm5aMjJ5SUDFmMbXZVeCtPNWATcWViVjFtK3pTd
VIOVmMhxN1QNCIdiRGIMVnZsanBsTGxveDZDTFhQKzIXdHZHTEIMLZzF2
aW1JU2RNQmMd6U29GWnI1NIRxZCtgenhnclBhVjICQ3FIZS90allrNnY 2bEs
NCjljd2IVYy9TVHRmMMUhAECEOzYjU5Mnk3aDNUaHg1b3pLNjlITHBZV3V
Bd2FxUzVjdjl2cTdjZWI4ZWZWWWFSZVAzaUZVOHpgMWtuU3cNCIpYS
E1tbkNqQWTBPZ2FshzdVUWZTQO00zcVFRcjJILIhGUDdzc1h4ANDVZbDkxQ
nllQ2VWNG1vWm9IKzFmMRzN4RDROVDd40Gt3eWo4bncNCmISZXYyNIY
wQjZkKzdINHpLdnVkQUg1MzdGanF5ek9IZEpuSEV1em1YcS9XanhPYnZ
OTWJ2N250eXdzZWDJhVnNXdEM4KzQ4Y UxI'Y XANCkU3cDV3S1ppMEE
YyQVFSVjVudlIORSt1ISmMrY;jY xa0OFwcUlueEJINnbWQVNFY 1UVAVbXQXOEh
EQzdzUkhmdG1ldTVsbWhWMHJuLOFMWDINCjMyYnFkNEJGbkR4N1Zp
MWNXUzJ1ZmYwSWJICNDdxZXh4bVVqOVF1dFlgdXBKM3RZRDZhYI1dC
Qk1yaCthcES5iTOty TkYxK3VnQ2EOcmkNCIhHZndNUFBOVmMIhdmhVM1INT
O0FBbnVVYi9SMDAMMHIPU2VPYWRFODhBcHNYRkdmZjMweW50bEpn
TTUxQ1U2dk45RXpnbnB2SEJGVXKNCmIWcemFIUGI3SjUzREY 1WIRabm9
tRUSNODVITIVKMmMI9KaTIXcHI0T21ta2ZONHg0ekhmaVZGYzhEdjhOenVo
TnFPaWRpbEd2QTZER3UNCmMVad0830EFBUWA42Y 2IFazYrcnclVmN2anZ
XTKRZUE9vSVV3YUtTaHJAQXVY TGxrSDRhWXVHZk1ZRGMXMFAGNV
RhMzFoUEpPZmNVaHINCIUvSmxJTmk2YzZIbFJZZEJwbzYrK1lmang2M
WxHTmMZSbTRNRDVYSjFgM0ZvROhuakRTQk5hcllVVZ01MeU1zektwY jdOW
HBvSGZQczgNCmgzV3AXTHPOZK5rNTRYeEMXxdORHVW1ZelhZZWZoNn
ovYO0tOVmOORUJ4Y TIWUUdEellyMOxyVU1SakhFS2trN3phRktZUUEyaEdR
VTENCnorODVORIdwWERya3o0zdngxMEdxeFE2QnpITmJIvQms1bjhrNG5I
Y1JoK2sxaFdmeFRGMEQXRXIXVXM1bnYrZGdRcUtheHp1Q2RFMGKNCn
NIbDAYTIEAYWgwbVhyMTIMYTNtMGY5d2IrOSt3TESUTVkvODZNUGS
4eWkzMU9meG1UNIBXb3FHOStEWNVIWW5hNTZtU1pONVAXU3KNCjVx
VKExcndVeUpxWEFsbnpraWFpL2d1U0Q3UmtUeWIlob2dBQUFBQkpSVTV
FemtKZ2dnPTOiLAOKICAIQXNzZXJ0aW9uU2NoZW1lljoglVBRIYXVEXW
liIwNCiAgIkF1dGhlbnRpY 2F0aW9uQWxnb3JpdGhtljogMSWNCiAgIkFOdGV
zdGF0aW9uVHIwWZXMIiOiBbMTYzOTFILAOKICAIVVBWIjogW1sxLDBdX
QOKfQOK




{"typ":"IWT",
"alg":"ES256"

"x5t#5256":"7231962210d2933ec993a77b4a7203898ab74cdf974ff02d2de3f1e
c7cb9de68"}

N T AR ths B REA, BT 2 base64url Zwf ) IWT ik (BHHFE)

eyJ0eXAiOIIKV1QiLAogImFsZyl61kVTMjU21iwKICIANXQjUzILNil6ljcyM
ZE5NjlyMTBkMjkzM2VjOTkzY Tc3YjRhNzIwMzg50GFiNzRjZGY5NzZRmMZ
jAyZDIKZTNMMWVjN2NiOWRINjgifQ

SR IG AU _EA)S (), % EncodedMetadataTOCPayload i#4T base64url 4whd (1%
Metadata TOC Format &84 FIZ$ R H#E4T)

eyJ0eXAiOiIJKV1QiLAogImFsZyl61kVTMjU2liwKICIANXQjUzI1Nil6ljcyM
ZE5NjlyMTBkMjkzM2VjOTkzY Tc3YjRhNzIwMzg50GFiNzRjZGY5NzRmZ
jAyZDIkZTNmMWVjN2NiOWRIN;jgifQ.eyAibm8iOiAxMjMOLCAibmV4dC
11cGRhdGUIOiAiIMzEtMDMtMjAXNCIsDQoglCJIbnRyaWVzljogWwOKICA
geyAiYWFpZCI61CIxMjMO0IzU2NzgiLCANCiIAgICAgImhhc2giOiAIOTBKY
ThKYTZKZTI1zMjQ4YWJiMzRKkYTBKNDg2MWYOQYjMwY Tc5M2UxOThhO
GQLYmMFhN2Y50GYyYNjBKkYjcx YWNKNCIsIAOKICAgICAIdXJIsljogimhOd
HBzOi8vZmlkb2FsbGlhbmNILmM9yZy9tZXRhZGF0Y S8XxMjM0JXgyM2FiY?2
QIiLCANCIAgICAgINnNOYXR1cyl61CImaWRvQ2VydGImaWVkIgOKICAgIC
AidGItZUIMTGFzdFNOY XR1cONoYW5NnZSIGICIHILAOKICAQICAIY2VydGl
maWNhdGIvbkRhdGUiOiAiIMjAXNCOwWMSOwWNCIgfSWNCiAgIHsgimFhaW
QIOIAIOTg3NiIMOMzIxliwgDQogICAgICJoY XNoljogljcANWQXNmMRmMNjQ
wZmQ3YjUwZWQxNzRjYjU2NDVjYzBmMWU3MmMI3ZJE5Y2YyMjk10T
AIMmMRKM]jBIOTUOMWM2ZNGQILAOKICAgICAIdXJsljogimhO0dHBzOI8vY
XV0aG5yLXZIbmRvcilhLmNvbS9tZXRhZGFOY S850Dc2)XgyMzQzMjEiL
AOKICAgICAIic3RhdHVzljoglmZpZG9DZXJ0aWZpZWQiDQogICAgICJ0a
W1IT2ZMY XNOU3RhdHVzQ2hhbmdlljogljIwMTQtMDItMTkiLAOKICAgIC
AiY2VydGImaWNhdGIvbkRhdGUIOiAiIMjJAXNCOWMSOwNyIgfQOKICBdD




Qp9DQo

AN BRI — AR5 (M"), HJF5E base6durl Zifd a4 .

eyJ0eXAIOiIJKV1QiLAogImFsZyl61kVTMjU21liwKICIANXQjUzI1Nil6ljcyM
ZE5NjlyMTBKMjkzM2VjOTkzYTc3YjRhNzIwMzg50GFiNzRjZGY5NzRmZ
jAyZDIKZTNMmMWVjN2NiOWRINjgifQ.eyAibm8iOiAxMjMOLCAibmV4dC
11cGRhdGUIiOiAiMzEtMDMtMjAxNCIsDQogICJIbnRyaWVzljogWwOKICA
geyAiYWFpZCI61CIxMjMO0IzU2NzgiLCANCiIAgICAgImhhc2giOiAIOTBKY
ThkYTZKZTI1zMjQ4YWJiMzRKY TBKNDg2MWYO0YjMwY Tc56M2UxOThhO
GQLYmMFhN2Y50GYyYN|jBKkYjcx YWNKNCIsIAOKICAgICAIdXJIsljogimhOd
HBzOi8vZmlkb2FsbGIhbmNILmM9yZy9tZXRhZGFOY S8xMjMOIXgyM2FiY2
QILCANCIAgICAgINnNOYXR1cyl61CImaWRvQ2VydGImaWVkIgOKICAgIC
AidGItZUIMTGFzdFNOY XR1cONoYW5nZSI6ICIILAOKICAgICAIY2WdGI
maWNhdGIvbkRhdGUiOiAiIMjAXNCOwWMSOwWNCIgfSWNCiAgIHsgimFhaW
QIOIAIOTg3NiIMOMzIxliwgDQogICAgICJoY XNoljogljcANWQXNmMRmMNjQ
wZmQ3YjUwZWQxNzRjYjU2NDVjYzBmMWU3MmI3ZJE5Y2YyMjk10TA
IMmMRKM]jBIOTUOMWM2NGQIiLAOKICAgICAIidXJsljoglmh0dHBzOi8vY X
V0aG5yLXZIbmRvcilhLmNvbS9tZXRhZGF0Y S850Dc2)XgyMzQzMjEILA
OKICAgICAIic3RhdHVzljoglmZpZG9DZXJ0aWZpZWQiDQogICAgICJ0aW1
IT2ZMY XNOU3RhdHVzQ2hhbmdlljogljlwMTQtMDItMTkiLAOKICAgICAI
Y2WdGImaWNhdGIvbkRhdGUiOiAiMjAXNCOwWMSOwNyIgfQOKICBADQp
9DQo.

AP-00J3VPzj7L6ICE1UZzHZzJY QnszFQ8d2hJz51sPASgyABK5V XOFNAHzBT
QRRkgwGqULY6PtTyUVzKxMOHrvoyZq
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x: d4166ha8843d1731813f46f1af32174b5c2f6013831fb16f12c9c0b18af3a9b4
y: 861bc2f803a2241f4939bd0d8ecd34e468e42f7fdccd424edblc3ce7c4dd04e
d: 3744c426764f331f153e182d24f133190b6393cead480a8eeclc722fcelblfe2d
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